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Abstract Pseudorandom Function (PRF) is one of the basic primitives in modern cryptography, is represented by
a key space, a domain space and a range space. One party selects a secret key randomly from the key space,
and calculates a PRF output for any point in the domain. In order to meet the increasingly rich security or
application requirements, scholars have started to study the extensibility of PRF, that is, adding some additional
features on the basis of PRF. In this paper, we focus on the study of Constrained PRF (CPRF), that is, a party in
possession of a PRF secret key can generate a constrained key for some subset of the domain, which can be
authorized to a third party to compute the PRF output at all points in the subset!

Specifically, our research is divided into two aspects. Firstly, the definition of CPRF is discussed from four
aspects: the constraint category, correctness, security and additional properties, and some controversial issues
are emphatically answered, such as whether the Functional PRF can be replaced by CPRF, and whether the
security of one challenge is equivalent to the security of multiple challenges. Secondly, the Constrained Verifiable
Random Function (CVRF) is studied, and a semi-adaptively secure construction of CVRF is proposed. It is worth
noting that the known CVRF constructions, either satisfy weak security such as the selective-challenge security;
Either it satisfies stronger security, such as semi-adaptive security or adaptive security. Unfortunately, the proofs
satisfying the stronger security are all non-compact reductions and support relatively limited classes of
constrained sets. While the construction in this paper not only satisfies the stronger security, that is,
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semi-adaptive security, but also has compact security reduction proofs and supports any effectively represented

constrained sets.

Key words Pseudorandom Function; Constrained Pseudorandom Function; Constrained Verifiable Random

Function; Security reduction proof
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DIBZH! BEHE F-PRF, R TAMESBINEIEEED
[BBR—RAINBALEX, . SEREETE, K
FEMIRBEREN,...q,, SNUELEXRIEZE X
WU, XEAERELEE T REZENER
R B—HHE, 88— CPRF ARBESHTEES
XS —NMAENESE S HAREFIZERBEN
oJHI RO RBE

FPRITICHRTIR R RE g EEHENTHEN
Bi. EATERAICEH, BRN2EENE? =
S E, WFXENRE g TR x e XHAEREE
£ zeXERF g =x 2 NP-EHEBB. WR
F-PRF L 2ME XTI, AT BB LEEF o LAF
NEW M, MEFKROPEIEEX M2 R
TR, AHkiEEFENHFEEEINE MR g
HITHIE, BREHFEE ze X EB9(@) =%, M
REEHATBRHEN, S —MERAOBLE
&,

REEZE2MEXT, BMOBEELEH R
T, AmaaTET, EXENEERN F-PRF AR
W2 MIFNIERE, RMAOBEE TS T
ERRBEYEL., BARKH, ATIEBRENERH
B F-PRF BOfRBEHLME, FEZSELBREFEE— K
F, HetIA O ZRBBENINIKE F-PRF 2214,
REHNIE— PPT NN E LA XK ERENH



HRIZ. EXMBERT, PPT AN E LT ERI
F-PRF 2350 RS, REIFANELTLA
BB T EERIE THHk 6B RS EF N sx 1T
HE, BZHEARSE NP WG, EI T EFIE
JFNRLEETTR . S ZIDAREE AR ERER D
M, EUEATEELE ST AL NN B E H 1T
[EEEHOFFSR !

Bz, BMNBLLTEL: (1) CPRF REEEAL
F-PRF, 185, F-PRF % CPRF {EA—MEHHEIF.
(2) BT CPRF, F-PRF OJ# TR EXHZ
BEIE. (3) HERHM g BEATBRFIEN, F-PRF
BFRENEFNFEZEARORENRER, BRAE—SH

]

E
32 IEHatE

CPRF BUIERMMEE NN ZIRBHEkIZIBIUT
HUETIHE, YA xHESK = 10, kITE
BRET Fkx); SBAXHE Sx) = 08, kI
H—MELRTS L. ZILEREEERETFIPRF:
ZREZFTLUTEREN R (HEBENESS) 4
AIETE x LR F(k, x). FFLIEHMESIERMEAR
RERENH), BANTE—IMES S, EIERME
W EHIBER NS RN R R E PR ZF FLIER MR

B HIIEIR T EXS S B S 15 E! E’\J;;éllﬁﬂf‘é%ﬁks :
MENITESREEREL,
33%eH

CPRF 9L MENTE 22 TEZRLBH, HFWR
NABENLME : R PPT BIEF o] LA SHNERE X
H=ETE LR x KEEPkEEHIRESEE F(kx)
(FRAKEBD); hSENERES S KB IBEE
HRBEROZRZSE, FROSZRBEYE); &
PREEIN B, BEaRE BEN AN —" s b, XN TFE8F )
DEFOEE =X EXEZHRE RS SR
2GR PFEY, MEERE Fk, x); BRE
BiEg, Hb=00, fEEQSY =Fk x); 3
b=1 ¥KELOSy = RKX), HP RX-Y 22—
HIENRE ., 26, SEEREHFBENN—L
b, &b =b, WHRRERFHEMY; SN
FRERM! CPRF HIRANSREH, WRE LA
TP HFHRINNNBRUREN! AT RHBHF
SERBB TR, $kigR P EDE— Mk ax 38
wigans, BEFE 2 EHTHREXRENZR
Zia g AEEZ N

7

NFE—NESFIS, - S K (XEH S ER
BIFZESANR x, BIS(x) = 1), ZIEMMENE

FLIERMED I BN, MFILUDEOHkE=E
eAEN. Bk, SEBEBER, s

x eNQ=SuU.US; HFAIEMHMEEHRH,
x €NQ =8 NnS,...nS, NQRFEAEFETTHZ
B, hEIkE=E. ER, ATREELSEE—D
AEAEIHHER, BN = @,

5o, BHFREOERBgEE, kkE
B —smosE, RESEEEIRFEDENR,
REENF X REOSEABEEN, ARETXP, &
FHRABEHEADRIFAAZ R ENENR, X
FRBFEEIR N T RIFOEF.

331 ZHESBREHXR

EWFAREAEIHIREREDEN 1D, %
ZRMERA B ZEN (22 BB HE CPRF E
X@Rzlzn) ; ENEAZY, NEIRASHtEZ
2! BOBUTEE:

TH1 ShEREMNBREREMSMN.

(1) B PPT B9ELF A BELIR D] BES B0
NV S P = 2 MBS P EENEENIRECNQIR,
B LAMSE—NETF B, HAgble/Q BB MIN S
Bzt (2) EFE— PPT BIETF A gELLe
PRBREREREZ 2, WITLUSIE—1EEF B,
HEgleBIM BRI S i £ 5.

iEBR. XF (1). EEEEZEN—XREYN! 5%
—NKEZRERZ2HERNBF A, BNEELE—D
HF B AT Rk T2 M, EIZIALIEREERED,
FEMENBBE, ¥F B RO B EHIT— IRk
&a8iE), MEX A B2 ) XBEE081E, B TTAMIIOE!
RE1X[9,29]h12 2], —NH B B ki L2/ CPRF
BREBESHEZ M, XTLUEES —MRER
SBZYCIE (Hybrid Argument) $RSRSLIN, SATAh
18 ELHEAINIER. BT T RS =BT
B, BRI, BRISEHF A B9BkEaERE IR,
HINEXQ, + 11MLH, S1PLHRDEF A S
EVEMBEOREIENT:

SCH 0: HkEREXS A OB DM kEEEEEE F(k,
X)o

X 1 5 E—PLRER, BT ABE—H
Bi8E, EEEERKX), HP RX-Y 2—NEM
MEREL



XWi( < Q) 5EE—1XKEE, BRT AN
£ i MkEiEE, BEEEE RK), HP RX-Y 2
— PNEFELEREL .

Q5 E—PLEE, BT A BEQ Mk
B, BEELOE R(x), Hb RiX->Y 2—NEME
HLEREL

UL, LW oED = 0HIBR,;
®aEkb = 1HER, & A TSR ERINK

TERKZ DM, 2ikE A TLARS IR 0 5X50Q,,

BAELEE— | < QfE8 A TLUAE e/
MHEXAELY j FOLR | + 1. WH, HAITLIEE
—B,, EETURE SRS RN, B4R, B
5350 j PHIPKEEITA—E, RTRBUTHOAR
BIE A B i Rk

1T Hi<|B, BREER—TENRE RX-V
HERENHEEE.

2. Hi=j+ 18, BRZkESE KRGSk
RETWPPEE, FHRGENNEEY,, <
5By, K324 A,

3. Hi>j+ 18, BRAKENDHSEIEHE
RETRPHPEE F(k, x).

REA, Hi=j+ 108, SEHRETHOPHE
EOEBHEAIR PRFFITER, U A (HEIESY
TLL j, ERYESLI SRR MEIRE
RITEEDER, WANMERSTIR) + 1. FA
O AR BB X DL j AL j + 1,
ABOUFA A ERNMBR Bz LR
hH FH R, ESEENZE, REBIUERNORMNE
P EXLWPH R A, EBEELZMENSM,
B A BMERE, RERHRITATXDH, B
HERRXE | + 1 ki TREN, HitE5E
EFBLASIMROMERA /2", KBy
HittAsB y e YIORKE. B FIyf i BERSZ2S
HEXNZMI, Ei RS2 028,

LTI B EERZRA R EELIREERET
RS, FBAR A KIS | + 1 M E(F
ABREEBALEHREET, MHOLGETRESD!
RERERIR A IR NeBRIREA— 2N
zmwmammmm%ﬁ§e,w§ﬁ—¢zmﬁﬁ

ABELARE. B, RERETE—%2XRK,
—NHEEREREZ SN CPRF ARBHES i Z

8

21,
XT (2), —NRESHEZEENLR, 1
—ERCERE e, WREFE—TREEM
ZEMNEF A, BRINOTLMSIE— NS hERE
MBEF B, I AL T HE8E, U B HRK
ZHEER kG ECHREREFEHRERENDER
%48 A, B HIEMMHE BRI UEERT RERA !
EXMFLD, B INBIMBFT A RHELE,
Iz 3L — P RIFL,

BTFEREENSkERZ2HEEN, EUTR
2Mihes, BMNKASFOBRE DB,
332 HftteM

HFHFTULERESD . ZRZE DA
WEEiE, EEMREIKD, HFRRX=ME
BHABRFSH T ABNRL M, XERAKF
ERERRBOZH, REEEHS, NWRERK
FRWEHE MR, BARERERTIHRN
ZLMHES RIVBERBLZ2ENRISHIRE
NEBNRESMEHTEY:

1 EERET N BHFEEER— RS
BT RENNNZREE NN, BEETEN
2. BMFENHERENSEZEEINLREE
FEx .

2. ¥mimet, wEHsRel: HFEITU
S TREEE, B TEER, ZEEH
TREFZRBE A,

3. xmet: MEIUSNSOHTRED?.
ZIRZFE DRI PR,
REEDNTZ2M D, HFOREDD. SR

22431 |0 R0 Bk %18 18) O] LAFE 22 2 SR U6 BO0MF — 75 st

17, BN 21 RER T Yk A8 KIER Z IR 24

Wi, HAREEBZEYN, XTEESRATREZS

I\ SERkRZLNRERXER, RO

RPDERLMRES TIER IRt
BT LA LB 2RI X R CPRF 22440, i

BEReRERet (BENEENENESESALE

BHTEXHY): MFELEHTRZIREBHE R

(EMER—NES s Bk EFFREENNS

PREREA sk,) , EERE— Mk A, ZHRES(K) = 1.

BEIEENHMGH RN 5 FRe X KT

X%, BIZHREN:

EE2 E—CPRFARFERIEERIKZ M,
BACH—EHRERRZPEREM, MREEE
RBEBARLIRPHFLEHEN AN MRS



ML, BINQ = SEESZ2IR N A,

EBR. EFE— PPT 9EEFE A I ALART R
BB NTEREZHNTEMHR A BRH8E
HES SHREIS| = Q, BISATENTHA—NNZ
IRTL Q, BRABAT T LAEE— LT B Heglle/Q B9
MABEEFE R Z M., B lsTdEuT:

1) il —FieE, BUWEIRET A NZRESHE

18 S,

2) BHEHLEEI— P Ax"EE s(x) = 1,488k
BHEE .

3) BRESSkLHKEE, HWEHKEENDE

sk o A BB sksﬁizzé.\ A,

4) BUEI A BOkEEIEX, XEBS(X) = 1
- B =X, BakEEEREDE, B
B EBANMBMBE—1NEEFt, 8E
yvi = Flkx"), yleY, B8y K%%4 8. B
BBy KX4S A, J5 B IE A B—LuiF
RBENHEEHIEE NN,

- Bx =X, BENFEE— LS .
Hx" = x B, BHIBENLBEED ZIAR b = t, EILHE
IE A BB b’ SHERIAL = b', BBABHIHt =t
B RLRR FZET ABSMb = b B9, BFAEE B
EEFEREZ IR DAINE Bt = t 8%, Bl

sel-cha ' 1
Adv, = |Pr [Expt:™" :t=t]-5|
= |Pr [x"=x]-Pr [B:t=t] + Pr[x"=x]
f=q-1
-Pr [B:t =1] 2|

= |(1-l)-l + L.pr[Ab'=b]- 1
a) 2 " a 2

=%4MMﬂwL@|

1
= a'AdVA

HTFARFBRIEFRKEZ M, Hit B KINH
%5 Adv 2T R88, BBA A RINBINE Adv, IREDT
RN, fFELLEFLNERS, FREZSIRIRAI8)3
A)IRK.

B, XIFBEESHHTELS CPRF IMEEE
ZEET —EHHEE. BRXE[2527 371EENES
MARBIPSLHL T CPRF 4b, SCER[24) e in R B ch s
£ T EHF 10 A0 shift-hiding B R#LHI P/Poly B9#4
&, XERB717EET 10 FIFBER B RIZ TSLIM T NC'
NS EBHZSE CPRF,

3AENMNY B

BT ERREINSSZ 2 M, FEXH, &
CPRF B E Gl L1800 7 EAMBOAF M, L AO0BRFAME
(Privacy) . ZIRE2AEH (Constrain- hiding) . fiifE
BRMOUIENE. BIIETR, B BIXHX LR
SNIBIERITRE.

PRFAME: 2HXERB5IE IR RY, 2IEZR
B sk ARMREZIRES SHIER  ETE@[34,26]
P AR 0 2 IR B2 TR

WESAM: 2HEMER6IEIRHERN, R
EMEND, ERFRILUETXZRZHAIG,
WFRABRAELSE, HWFIHET Q RZREEHESE
18, WA Q-HESRLE.

TWIEM: RHEXEI3ERIRE, CPRFHE
EMBELNHSKEABELEXNQBEE, mA
XN CPRF i, FERIIRE— N ERERIEL.
BWEN B AEMIER T ZIREI A9 CPRF i H AY
TEHMHTIRIE, *F CPRF OJRIFHHHE, b2
AXHBE—MRARER, BIBET—ETLSHIE
HAE M AR EREEE.,

4 CPRF B9o]¥HFMERFR: —MEE&E

Bal, CVRF UMIEELIRE TRANERE. X
13, 16) BT 24 HE M Diffie-Hellman Ri1&Mi&
TR L CVRF FR, b STIER k=
LHMEEARTATRSRBEDDTEARTFRE
2™ BEHRE—LEIMNYBRIR . XE5IET R
I XHEBEFI T A AT IIE PRF STHL T RSB — &0
ZeM, B¥EHTNLLM, BROE, HRLIE
BRIESHYN, BEESHIRINTLIRE. K
AR R MM, 2 CPRF (B AT
1@, BEESRNRSMER.

4.1 CVRF EX

E X 3. PR 0] ¥ i 05 [ 4 &R £ (Constrained
Verifiable Random Functions, CVRF) ', — /N g%
f& FKxX-Y O # R A X T & & &
S = {S, € {2}, 89 CVRF, BEEFESRBHZE K’
FIEBE =8 P 0 &£ M. = (Setup, Eval, Cons,
CEval, Verify) , B/EHIALIT:
® Setup(1")—(pk,sk): Setup EELARLEH1' N

wA, BH—XRFAH (pksk) .
®  Eval(sk,x)—(y.n): KEFELEEE sk FE NI

TETERE—R x € XERBA, BE—1ME

-IEBAXS (yn) e YU P, ATEEEN, Z&EE



ol A A ERE F FEBRE P NTFER
X EX, FFEy = F(sk,x), m = P(sk,x) »

® Cons(skS)—sk;: ZREELIEN sk MWES
SeSERBAN, BE—1RIREN sk, € K,

° CEvaI(skS,x)—>(y,rl): ZRKEELEUA—NZIR
B0 sk JEXHZ BRI —TR x FEARIA,
BH—™MEEBEX (yn) € YXP U {( L, L)}

® Verify(pk,x,y,n)—>1/0: XUFEELIAE pk. H
Ax€EX, REEyeY. iEBn e P A,
& 1/0.

PAEEERBRIATMER:

THERM: WFETENE N, (pk, sk)<Setup(1Y), 1E

= Se S, s kgCons(sk, S), xeX, LK

(y,m)«<CEval(skyx),

& S(x) = 1LWE y = F(sk, x) B Verify(pk, x,
ym = 1o
HSx) =0, Mym) =(L,1).

HE—E - 34 TP (pk,sk) <Setup (1) FIEIA S x € X,

A 7 £ (vy v,y m )6 =

Yo F Y, A Verify(pk, x,yi,ni) = l,fori =[0,1],

PRBENME: ST F(ER PPT EF A, EE A SHbk

EHITUTHRES:

) ESMER: BkEEITTT (pk, sk)<Setup (1" FH)
BIES 6 = 0,

2) WiEME: HkEEN A RERPER T,
AalEXEADNZEZEEE ., KE\D:
NFARNENEE xex, HikFEIRDO
(y,m)<Eval(sk, x\) FEH G = G U {x}, ZR=
B\EE: YT ANSMEESes, kEER
o] s kgCons(sk, SF T OH
G=GU{xS(x) = 1},

3)  BEEMERLARUWE] pk: HKELEWE] A B9— B
Hx', B8y, = Fk x), y<Y, SHE
be{0,1}, S pk Fy, KIX% A.

4) BNME: HEEWE AXT b BEN b’

¥ _ERSEIIE A Exptt (1Y), 2 A BOBkEEHEX ¢ G,

CVRF

M A #EFRATT IFN . BATEX A BRI E A
A, (1) = |Pr[Expt’ (1‘):b’=b]-%,

CVRF CVRF

2 Adv: (1Y) < negl(\), M FFRAEDSLZEH

CVRF

CVRF,
42 WERBIR

27 CPRF %), {11 CVRF M (REELTHA
TE: RYXSEB>HmE s R, TR

BABEREX.
421 ATURXDEE

EX 4 RARDEE. s FBig%
c={ c{2h, WRHBUTEMH, M PPTH
% 0 RN — PR AT XDRES:
&M ITEENZLSHAeN, FENDEE
CeCREBAx, #8

Pr[C (x) = C(x):C«<0O(AC)] = 1.
AORoHE: N FERA—EL2—HH)PPT HEF
Samp f0 D, FAECIRHEREL negl(N), B TFETHE
ZEBHAeN, WRHEFE(C,C, o)<Samp(1"), &
Pr[lCO|=|C1|AVx, Co(x)=C1(x)] < 1-negl(A),
XENENRHMER, BANTHHERM
¥FED, BHB:
Pr[D(s,0(AC,))=1]-Pr [D(c,0(AC,)) = 1] < neg
I(A),
422 FREEETR
IEREFIEBRXE22]5IN, EoJLABR R R
g,
EX 5 EREAEEY —PEXEEEFED
— N ZIA N ENFEEEEEMN:
® Com(m;r)—c: FEIBEEELUER m € {0,1}* k8
ME re {0, 1P/ERBA, WE—DNEIEE
ce {01}, Ethp, p, p,eSRTE2SHAEN
BXHNEZI,
HimBATHER:
TEHEM: NTE—ITRESHNeNFFRFE
c€{0,1}», BREBFHE—D m e {0,1)FE c EXH
EmBEE, FX L, XFEENeEN, X
rof, € {0,1}%: 20 Com(m;r) = Com(m;r,), N
mo = m1°
HEREM: TEEPPT HEF A NTEIHEE
m,m, € {0,1}>, ¥
ryf {0, 1}%,
t—{0, 1},

Pr|t=t
' ct=Com(mt;rt),

< negl(A)

[l
N|—

t'<—A(m0,m],ct)

43 G E

PATH9iE EE 2 M CPRF $74533 3R89, BA1AH
T—" CVRFIBAMIE. ¥ CVRF ENIEREFE F:
KxX-Y={0,1}"FEBEZBE P = {0,1)’ L, Ed n I p
EE5REBHN e NEXWEZTR,S = (S, < {2},



NEZRESE, HMNBEUTIINIEA:
v CPRF: ENTERHE F:KxX-Y={0,1}
F, EG8E#EUT=DTEZE:
nCPRF =

(CPRF.Gen, CPRF.Cons, CPRF.CEval).,

n+p

v Com: IXHEEALR, HEETEHENX
73{0,1}", FEHE= 8 E X 80,1},
v 0: ZeHATXDIRESS.
M. = (Setup, Eval, Cons, CEval, Verify) iR A :

1 Setup(1): EESEEUZE2SH T NBAN, R
BREBIUTESEEGIT:
1) iB47 CPRF.Gen(1M—k, & EBFAA sk = k.
2) TEXE®BI PubKlk] (0B 1), FRERE
MRAIRE NN, B pkeO(NPubK[k]).
HFE: k; WA x
1) & v =F(kx)
2)fBHT v = milr 545 m 9 v BORT n tLAS,

r

A v G p LA

3) BWH—1FIEE ¢ = Com(m;r),
1 PubK[k]AYEBE& fA

Figure 1 The Description of Circuit PubK[k]

3)  BHE—XRFAA (pk, sk) .

2. Eval(sk, x): KIEBEELURA sk = k FIEXE
FENH—R x € X NN, AEREBUTEE

117
N W& v =Fkx)F@ER v =m|r £S5 m
v EIRT n tb4E, r B v E9JE p LB,

2) BWHE—WRHEER @Y, 1) = (m, 1),
B4, IFAERBAR x € X, EX CVRF BIERE]
Ay = F(sk,x) = m, IEBRE AN =Pk, x) =r,
1) Cons(sk,S): ZREALFAER sk = k FI— =

[RES Se S AN, ABRRBRUTERIZT:

a) T8 CPRF.Cons(k, S)—kg.

b) FENEBE Conklk] (0B 2), FHEERE
EHBBRENZRESH, B
sk —O(A\ConK[kJ]), #A/SHIH sk
B8 kg BA: x
L‘|‘E.v = CPRF.CEval(ky,x), ABIRE

) WRv =L, BBABN v =m|r @EH m
79 v R n t4E, r A VB p i R
By, m) = (m, 1),

2) WRv =L, WaAHy ) =(L, L),
B2 ConK[k]BIEBIEHIA
Figure 2 The Description of Circuit ConK[k ]

2) CEval(kyx): BRREEHEUZREE sk FE

XEZE=EA—R x € X AN, BlH—

XS R EERIIERA (y, ) = skq(X)

1

3)  Verify(pk, x,y, \pi) = 1/0: & XKLL pk,
EXFEZ AR ERN— PR x e X, KEBy ey
FOUEBAm € P RN, H1IE pk(x) = Com(y;n)

SEMSL, M, WL 1; U, B o,
SR DLEEAD, A4 pk FIZIRE sk R AR

X BB EEEHNER, HAESHERMT,
It sk (x)F pk (x) FIFRAR KB B2 1T,
4.4 Z MR

EE 3 B0 ARIXRDRES, FIBENE
£ CVRF, Com AREMIFRBFEIELRE, N LR
EA¥HNERE CVRF,

IEBA. A CVRF @M O[EBAMTERBE T
CPRF BIERMADR B TE M,

HE—MEEMNEBE D ROTELDEMIES TR,
EE—MEARAHRRE, W—FFHE—"TTA (pk x
(yo' 0),(y1,n1)), w B Yo y1E
Verify(pk, x,y1,n0) = Verify(pk, x,yl,rL]) =1, AN
y, = ¥, B pk(x) = Com(yo' D) = Com(y, m,), X5
EEARNTELEMEFE, BRI,
Bl b h =iw e E—.

ER¥HEREY, BRINEX T —1MIRFT,
Hop SN LREBH DI PPT B9EF A F—
MR E TR E . T AR Expt,, HATE
BF A BERINEHEEX A

Adv' J(\) = |Pr [Expti ()\):1] -ll,

ANPEEE, RINENSKLLAEXTNZESH

BES. FrELRmANT:

Expt,: 5ENX 3 PEHBLLLRERE:

1 EEMER: P& ISIT keCPRF.Gen(1"), BEF

fﬂ sk = k, REVNBU—1TZES G = 0,

2. WiEE: HEELDS A E’]L/{—Flﬁjlﬂ
KEEE: WFABEX BT ERE—
MNExexigaki s, }Jhﬁtﬁé%ﬁ%
v="Fkx), REEHTv=mrFSEmAv
BB n tE4E, r AvESE p B, RERE
(y,m) = (m, ) FHEHES G = G U {x},
TIRZH\E: WFAEBE—INIRES
SesE@HEE, KEKEFEHETT
k,CPRF.Cons(k, S), #A/SE X B ConK[k]
(WE 2), HEEREGNRANEENZR

=4 sks<—0()\, Conk, ), &/EIRE sk JFEH
EE5G6=06U{xS®Kx) =1}

3. PELFOIEIE pk BHER: HEE B ULR) A B9—DEkERIAE



Ax € X, REERBUTERIBT:

) EX—1 B PubKlk] (E 1), FREEE
BHRRAIZE NN, B pke<O(N PubK[k]).
2) PhEESCEVIER— 1 be{0, 1}, &
b =0, PHBEUEY = F(k, x)FHEMY = m||r
FEEm AV EIET n L8, FAVEIGE p tLtE, A
EEly, =m'; &b =1, B&EEHEY {0, 1),
3) BIE, HEEB Pk v,) KES A,

4. FBNME:: PReEUWE A XS b BB b,

Exptl: BRT XY EBEE PubK BYHEIRYN, ARSLI S Expti

BE. BRI, ShEERKEIRE A LB

RS, 8V = Fk, x)FHBHF = m|r

FEEm AVER n LEEE, CRAVEE p tEiE, BER

—/NEEEC = Com(m'yr), fEfE, HkiEEX—"

£ & S=x/(P E R E R B F

CPRF.Cons(k, §')~ky. T/5, PhbkEE N —NHTHIER

izt PubK[x*,c*,kS-]lZD 3 F7:

BE: xXc ke BN x

1) R x =x, HHc

2) MR x # x, & v = CPRF.CEval(ky, x)F

Bifrv=m|rESmAvEBIntbiF, rAv
BI/S p tEHF, &EHILE ¢ = Com(m;r).
3 PubK[x*,c*,kg] B ER EEHA
Figure 3 The Description of Circuit PubK([x',c' k]
AL BRAOIIARL T
1T HESME: HEZIT k<CPRF.Gen(1"), IREF
Hsk = ke AREPBU—TZTES G =0,
2. HEMEL: HEERZ A NLAT™EE:

- KE\AE: BMFABENETETEAN—
TRxeXAIREE, kXEFRXIUTE
v=Fkx), REEITv=mrEEmAv
BRI n tbiE, r AvEG p LB, REIRE
(y,m) = (m, nFHEFHES G =G U {x},
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