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Abstract: Since the proposal of quantum algorithms that can efficiently solve the mathematical
hard problems that today’s public-key cryptography relies on, research on post-quantum cryptography
resisting against quantum computing attacks has begun, and standardization of these algorithms has
been in process in the world. In order to ensure the security of existing information systems, it is
inevitable to migrate to these new quantum-resistant public key cryptography schemes, which has
great challenges and opportunities. Countries and regions such as the United States and the European
Union have already initiated research in this migration process, indicating that research on post-
quantum cryptography migration has become a trend. The security of blockchain relies on modern
cryptography, especially public-key signature technology, so the migration is also necessary to achieve a
long-term security of blockchain. This paper first introduces the post-quantum cryptography migration
strategies, then proposes the engineering principle of post-quantum cryptography migration in terms
of migration goals and migration process. After discussing the existing methodology of transition of
public key cryptography used in blockchain according to this principle, some future research directions

are proposed.
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Wik, B EEE E R T LR R R, S B DH/RSA/ECC J9Pe 2 85— A 5 2 B 5 v it il )
BB 3 T 3] L 4% R R . A, R R, Pl Pl v B A T e e T
SIS T AN Sk 7, RGBT %49 (post-quantum crytopgraphy, PQC) (12 Bernstein
s A5 EE 1 fipse 1) g Perlner 2 A M ) % PQC BT T RGHILA.

A PQC B0 T 4R [ FO B R A 1 B 43 2K, s Tk B0 s F wasmpg gy 0809
TR, B T2 s 7 B, T e R S R A e %, I 2006 R — sk BD 4
VP TR T LI B 1B e 1 Ajtad BB R % B qaH B2 0 NTRU B s
BN, (E N TAEIAES:, Peikert BY) 258 T 2006 4EZ 2016 4R SRkt 4 T T0F, ALEnl f 4
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1% 2 TR A e P 5 TR R — AN 7 T

FEZ R R, W EEEERENE R ARG G R B e, AR Ao AN B R 2 0T
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BRTR. BT RENEIESEUH N TR, RS E —REERTF, BN KR, ET
ZAENERESR ZRICEZAFIENE, BATERB A KE, (HAHARS T ER KRR
RAE. &5, BTZMUERREVE AR N, B4 e 5, B4 K2 /5025 FE
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o TR MATHLMI S BT A 42 20, FE eV 4% (5 5 R G T —2%.

o WSENE: TR O SRR A SIS FI T LR PR B B A SRR . R Y.

o BRIE: HIOChRE ST, AR A A A E PR S
Atk BEOEEEESING, 158 RGNANIRAE RN 4RI, AR .

FAME: STOEGEESI NG, AR %S BUE B RS0 S 8T MR T 5200 1E 35 13 .

o EREPE: BOSCTURCES TR, B R RS B A A AL R, W N T A

REC7696 T8 g5z 45 2 W sUR S ERGE 31 , 5] S 2 0 F LA SR 5 RO ME, B M — s i B0k
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(OBETS APT SCRY, M b TE B P F7R GIARHD, S5 BT PR 2 0 Ao PR BRF TE 80 08 0% e S 0 1 75 3K

BT GO R TN 2 0 B DR B, X T RSAE B RS R BGE . N TR R A, &
AR TR R R 45 #0t B T A AT 22 A Ve TR, 4R iR 7 2 o BOBY s e £
Btk TSR 5 R GRS ISR [ S TR R A, I A R R A IR B AR R T &N 4,
S I B B L . RO R TR A TN, B RS R B s S, BT
IR] ¥ 22 ] R

SEBR -, BT EEEE SR RO 55 BUAE 2 A B B v i SR m e T ED) g
TERR UG SR DO AR AL 5 S O FF R PR 2 IR (0 5, T 25 W B e 16 1 AR S I S T E B M TR

B B

W
0=

‘El
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= B RGO R R SR TR, DURE RS R RER A 2 I8 O 5. 0 A P X 55 T 722 i LA
FBEH 2 5 0 2R, TR R O S S B A3 I AR, (BR800 A B T e ) 2 2% L
L 1 1 B B A e P LA . T R 000 B DR, ARG AR 0 6 SR AT 5 Bt
W B, oL, SHER R AT AT, X R BT 5 th kA 25

2.1.4 &M

B% NIST [ PQC S TAEEHHEN RS, PQC Sk MK ok A BRARAEAL ARa38, F 5% 1
iy ERARAE. AT AARAER 2 47 R 5E PQC 76 &R il R M, T 4% Rk A 1 5 SR
BIABRTEROARFATARR, EIHZRAIERE. 53X — 2 REMEHGE RIS AR S, SR
= B RAGEERR R L 2F PQC bRk, HETT AL T 2 5 M2 h AL R PQC FRAER B & TS
fii.

EFr L PQC EBAHARMEM TAEJTT, 2E NIST #h4bF4isehir, IETF. ISO. ETSI %545
WU D2 FF IR PQC TR AR TAE. NIST #Hi6 T S0 B bR AT 2610 58, (335 NIST
) FIPS 1 SP Z4kidE. ISO/IEC 1 IEEE (47, RFC M-k dERmpeed sis B, 150 F
2020 4 12 A RAT T — MR, BUE T —ANE IR I, AR PR LA . SE B RAEAR,
LS B R 2 A VI R SR T TR (S PQC 3E%) BY. RFC6916 BI HisE T ¥l 1LY
Wit (resource public key infrastructure, RPKI) i J 18 77 LEITF% 2 3T (1) 25 00 Sk 4R I 75 22347 13
TE. ST, %50k U RPKT — PR T 905, 0N R i P 75 B0 20504 EL YA 0 T8 S 1
TR, BHTEAIR. TTUE S, BIEEX PQC HiEE PQC LB MR TR T B B, i
R A4 & Rl 2 2 REALI PQC FidlE, Ak PQC 3B TAETIGHI— A ki
2.2 TR

=H AL PQC HIEMT AR, Hobk b AR R S PE RGBT e, AT LAML N #f TR H—
AR R, A M TR b 7 SRR T AN T e TR R 7 i S (S . B4, TR
R 1 R P 50 O — AN T, 85 S P R % 1) 4 AR 2t T A9 o 2 P BT e AR e
B T R BIET 2001 AR R O B BT ROT R ORI . IE R BT
% BHEBRENITR  Scrum J7IRS, SRUR/NRITE. ROIIMA RATIER . INBRIH A S A 2
ORI, TCHETF 0 AT 2 A U AR AT 1) (e, B IR 08 A4 200 SE R 10 9 TR i, (LI 37T i S 00
SR I 2 A VPR R 704 B o e A 2 4 1 SO B, 2 A MESERE o TR, i UM A —
TG, WA — T F IR 2 B TR 2 24 o 75 AR ke L.

221 TR

i PQC HiLH RS, SRS —RAPMEEE (1 RSA/ECC %) MRS, 15RO IH B
BAEX . WA G KE, PQC BEMZ Mk Tk A x s 6. — g3t mask, @
BERIA: PQC BRI SR /NI H . 24 1R/l K T2 U, FTEL PQC BVETELS B RS
HEEER, AR R RGEERREER A T2 B b R, PQC Bk T f
SAT IR 7R e SR T A 7 A S B B RGN S eI SRR, — B rh S IR
BEF R, WA RAIET 7 (s B, sroeh 2o TR B ATASN SO RFIOREAE, kS B0 S5 b B8
A T 4 A R A B3R e 3 A R SR R 2 B

B X A 7 SR, B T H R BV 7R . DU 13 B RGO B B B 1 — S 3 SR T ) Ay
Wik, — R R S SR, RS Eia sk B 3 B RGT A S BRI AR,
7 245 40 3 75 6 0 4R EH TR BSR4 T DA T L 0 B S (1, 35K e e T
BT R . AR R T A R R R B, X BR N R (B 2 4 e 4, R DA 4R
T DRGNS, DA% VR R A S R P 2, (L e S e £
RGBT RS54 AT A TR . K A SRR St I £ 75 SR A A TN AN | T LAZE
PUTITRS 2 00, BATEAT H RO, BT & R0 SRR 2. A, TR A 5B T A
wRBSMER BD AT B R RAPUTTRE, P AT ERS U RS RAIECE R,
T A 7 B A ST RS o A P 8 SV 1 F R ST 0 T, I 7 B M R I AR e
e 1 ] .
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1E PQC BT R TR AT 10— A T B B 5 A BT D1 5 B R G ORI, e T8
LR, B R RE L R A FE R A, BRI, 2 B0 5 S PR o i i B R B (O o
DL T T 6 T B R S R HE & AT 2022 4E 8 I, NIST 76 74 JF Tt & hi %), NIST 75/5
BT HIER I H e S0 2 b N TE R KT R IE RS IS RS 6, LR
FIR b 51 B 70 B IR R, 5 B RS S LA | BRI RGBH 5 = 77 RS 7 5
Bk, BT ALE S A P 2, I 7 R AR S D B 7 3, A RS TR 40T S X S D B 1 %
SR NIk eV SR (1 AR B o B B S B B, B 74 BRI B (0 R A SR AP
A% X B S OB A, D R B B AR () SIS (TR AR AL, 2 753 T B AT R MO . AR
X330 3 P 2 OB, R T DT 5 R B 1 75 3R, TR B RS 1 PQC B RIS B, A
T %R AT B R A S g B

A, B RO R E B R, kA R G A A RS, W N TN, B AT
i BB g vk g s R AR O — B F ST TAE BOBD (R LA RS T E I TR, KRN
Rl Al P T AR AR 1 4T 1 o R TP AF 7, T2 A 1 O 5 D S — e 0 AT 2
g (5G] e mps 4 57 v P T IR R 2 A A S BT B0 T 75 B o 7SR AT T 8.
2.2.2 TBEIT

BN B R G, R TR B RGO D IO R 4. B TAE T — R LT R
Bk, R et B IR A B b S R 22 e 44 B DA S IR R 22 A B, ik — FELAEE
2002 4EsE 4R BI . IRTF f—Aprdigige B0 22ikahim a7 i, 76 PQC T H, IR AR
A AR, e AME PQC B0 “Sea B BUA L, TR BREAELEE, XA PQC ik,
Rk X B,

BN 1 (RAKR) BF n MRS EE, 08 Alg(K, M), K 1 < < n /&S
P ANV, K R ANV ES], MR EEACEL I . EHATIR AR RS AR R, Je i T
Alg, (K1, M) % Alg, (Kn, M), FERFEREVHIET RS, BRIER

S :=Seq(S1, 52, -+, Sn),

Forb Seq() RREHLH], S FPATH « MEEEEER.

TR FERAER, JexiR A1 S PATIRENHIFKERE, B3 S0 8] S, WFEF, 75 R84 TR
Si BT Alg, (-) BITHRAE (WEEBEIRIERE4). XFMSERR b ik e BRI R #2707, — 2
A RGFIRE REMTR, — RIS REA4 PQC R4i0iEH B,

REBAREILEN RAZ D RELE M RGBT, Wk REH P - NEER TN, B
MREPFIRAD R R Z AR, o, EIEREREEN PQC TR IEEHWEN T, RABARfE
F, BELLSEMEE — B BL BV A RGN IR TR & AT AR dExt B AL Sy I e (3B [E NIST A i %28
FIPS).

{E, MR ABR A B, B KIRRIN R A TFR, IR B ARG mrkas B RaBREEe
R R G HAE T 2 Fs i Rk, M2 Fh a8 SR R A PRI T H b — RS i B A A, XA
A 2 L T FH SR P It Be R ZE 1, AZTE “RIMRR . SR Bk S N5 B ARG AR 24
FZE2 KN, X — SR TE 25 5 ik B 75 oK R 25 R 3 AN 28 42 K.

TEAS FHR A A AT BT R I, I 75 T3 IR AR A MU, & Qi Vi & 2 A [R5 08 A 11
S5 Crockett 25N B2 268 TR . AN . 24 REAEEENSIIR AT A TIEH IR
AU B M A PR A PR, EREERE, I U 2 MR RIE N R () EE
ik, "E XN

Sedconcat (51,52, Sn) = S1|[S2|| -+ +||Sn,

Hrb S || S5 R S RSy MR, BPTIRA B EA T PIERHLR T, A S PR AR R Bk AL B 2 Fh
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BHRIRALRIG B S 2 A, 8 SOOI IR, w5 1
Sedypp(S1, 82, , Sn) = KDF(Sn, KDF(Sn_1,--)),

Hh KDF() =% 5RAE R

FRiBA R Ab, AT LAk RGN 47 2 P R0 8%, I RVFIBEXT I EEA 8 ST H I EE.
AR U AE L TLS AR 8 % 4@ A5 Bl b iz LA, AT RAE A B =X i, e vRIlBAs X0y | 47
B PQC 5%, XALERE U8 SCHLE M eA P, AR B TH A SR b B SO 75 TR B e it
(downgrade attack) [E], AL AR T IX— G A, AR S, XU aEN A4
FIRLE, ML BB i H Y. PR RARE A Bk R, AT DA AR,

3 HRXRENEETERIH

PR A ERIX BRGE N IO L XCHRBE AR 22 4k, Rp )2 2 B B ¥ 22 40t 45 i X Bl i R
JEBATARR RN RS B, ALK EBREENBI, 45 a5 LRI PQC SAIER R WA S, eI
HIEX Pk BT PQC BILER M TAE.

DXBREER — PR 2R B RS, BRI NEHR R MR JHRE. BUilE. Beea2E. NA
REZARR. AL, XHGERBCE B EOR — N LR R 7557, HEOR B 15 B IR 5
FLFAR At A SRR Ak, IIXHUEE Z B EFTSRMRE, e S BRI N e i 7 S = 2K, [ 5 hs
W (XS R FERZR) B peanitie Tixuedsk, AR, fEGIE B2 A e IR, X BT
B ORAE AT I, P DA ) Lt 2 [X 5B I8 P s B e A A rh — AN BB U T, T AR S R B, %
MR Z I RAN BB OG R, XEREE(E N — MR E B RGENEAR, IECLERFI7 5 T E 2
JRZRLA, IR Rl BRI SR, B LUK — BTk R W REAE LR B F R AR T AR AL, X
IR X HRGE 2 A N (R A

k3 R EMEALRNEK
Table 3 Application requirements of cryptography in blockchains

AP B3 1122 5 i A o i BRI A S T B
225 SA ST TR 55 0 3 55 X R MK A MO0 7 477 A 10 296 v () 8 R AN — B0k
AT WTRAE 5 SEIUR , #2485 J7 TR 58 N AE 5
B AL R it ELLRA DCHLBE R AN S 53 45 R AL
A PRAEX P2z 5 BA wl s o0k, M 8 T T RERBARVA HOMRT X Bt - & AT IR A

N IRE R, XEREE PN T 2 AR A BOR. TR TSRO0 T R A K B A T A
TR, B AT SE e A IR R X P EE RN XL TR A X R 2 TR, DU PQC ik
IR X SR AR 2 A A ELE RO . ASCIE X HGE th i S AR RS AE T I8 2370 P, — 82X
P o AN R ) R A P 0 22 A A P, 53— 280 BB T ORIESS 5 % A OB 7 28 44 L
. X RITERIET R BEROR S R 3 J2, Horh il S0 2% 2, HAZ b 5 2000 A i (0 2o s
S ENZJZ P b 22 A AE P SCHEAT f 4, TR 2 22 Al A5 PR S e KB AR T B B A R ORAIE A% o A
RINLE VR S8 BN J5 2 DR AT T 2, N PRIESS 5 AN AT, A2 5 7 x2S AT $er 2644
G, ST ASE Gy iR AL A R TX — 1. A X R P e il — 2B 52 5 TR KRBT 0 N 5 B 25 %
b _REEAERE =20 E R G R TT RIS S D RO T Gt Xk, X — 1 R b % B A2 5 Ak 7T AT R T
XA, IFME R EEROHLE N SR R X B R X %2 5795 R, & T UL F) D SRR
By, BLIN FUAESS 5 A TT BT 2544, CASAIER B A e X BoE, S8 EHESRAE, Hrp Xk
PRI A 5 15 B A HEAT s g A A — S BT AR th, 76 X B0 05 St AR, 3 R B A
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SRR 4 B BT S AN 2.

ATHEBRF AP RBRAEER, X a2 S IS4 BARIER (ZKP) %%
FR, X EH ARG LA RIGUE X AL 5 AR R R P S (5 EAR M EE. BRrc G HEET
AR BRI ALK ZKP J7 5, BT b DR e i) R 5 R AR i v R e, I SN b
ZER T HATIX RGBS LR E 4 1 — 5 TAE.

3.1 TREEETRNZBLNELATH

{E#1 )2 2 4 (transport layer security, TLS) J& X He o 255 o5 A] @ (5 14 H 1) 2 edE i, H
B9 E B2 TLS 1.2 P9 1 TLS 1.3 BT A A, 40 3 B B2 B, o1 X B o 243
RMIEENEIEITRE. /£ TLS hillth, AHFIEAREFEESEH, EFER 0BT SR 2205
FRE I S 1EEdE, TR Hitie TLS EF RSB AHBELELNER. B TLS 24k, Noise
PRCHE S BS) 3y — 26 X e P & B, (EL% AOHE 2 PQC T T H it A b,

3.1.1 E#EMR

ReM. £ TLS 1 PQC SiZERM AR, A — TIER @ E I BT H Y PQC
SR 1R B0 Sgewe TR R M B IE RS T AR, (S EAESIRI PQC KRS
FE AR X AL I 75 B E AT 2 A 3T B 28 50, NIST FFif PQC &RREEEEIS S 2 )5, Rl
FEEE R EIATESE N2 )G, X TLS 1 PQC FULIER W 70T 46 R Fix Bk vk, R &3S
e sy, A EAE A NIST ks, BT NIST WEZEMIIGERNERERA K& T DH S HML,
MBS IA AT SN R SR TLS th3F DH A b il o3+ KEM FS s #e il
A, HTTER AR T RHAMER A #H (authenticated key exchange, AKE) %24 .48 2IiIFBH [], e
H—BET A AKE SKREFHE TLS EFUHR, IR P etk [Lodkodiod)

ATAM. HohREENR. — W TIELESIRHAT TLS i PQC iLBZ AT, Jext PQC HikA S Ktkae
07—, AR TEAARPFENERR, N&FENGREALHRE. SRR, 57
BT Ve 041 | ik b i e A A B A O T, S 5 R O S AR 5T B 0 rh U R R VR I B
K B gt BLVEBIAN IR SEBUARAS PR B A 22 37, 461 Gt A J0 7 400435 T8 A o S 300 5 80T 1] i A 57 e =
AT TR AR AR, % AR A O X PPN 5] B SRR AR AT 7 Wl =, FEH8 H W By 18] i Se B e ms (R TR
BT ) SIL. OB T E 5T, BB liboqs 25 PQC LKA, WFFE G T 48224 P e o frp ek
Redll& T H, WA libogs $2AEM 1 REIN & T H I & E LA 5 KPR fiog),

@ MERE 7T, Chang 25 A fiod i valgrind THNAF TIERATEA TLS fER AR BEH/H TN
AR, FEZIET, RMAEHEZN 1 MB, BFR M KLFEE 128 KB FINfE. Banerjee %
00 g 7 SRR R R R A TLS S8 AT IR b i EE O A

B — g T AR S 42 A SEAN SR I M R el 77 6, SEPLE FE O ok 7 R RE, IR S27E TLS
Fh SR H PG T 2. ot IBURE B BRI K P W B, Glavo 28 A (L08) 38040 7 o b e T U RE 28 77 2, T
3| PQC Sk AT &, ZFNGERE THT RLWE [H8 ) 04 GE 28128 Hor Z L s (o1,
Bernstein 25 A 00T U3 5ot etk SRV AR (0773, 35 T BB AR B

R MR, X MREIA TLS Bk ® TR RN ER R B 7. BREVEASZ 4, B TAE
R, WP E RSB 2 P REE Bz, LR TE PQC VBT JE %A 44 /NI B K
FIEHLR. Paquin 28 A fLog) PR A R M N 2 SR S HOE A TI &, SR EREESETE (BEA) 1
WA 28 H s B B R R VS AT H), AR (EEREE) MM, itk pen) R ZE R &R
MR RN, &% TAER 2R B E S R KAE R .0 (maximum transport unit, MTU) K/NFH
HIXSHOE R, SRR MTU WX PAscE ke, B2, 2 IEHRESH, A% MTU KIS
AN S, AES HE RN . (E&HZ, TLS Uhly R EC & 1 48 H 2 1E s i 103 Sikeridis 4
A (808 jygrge T s TCP % 0k PQC TR JatERefzm, $8 H I K TCP & L /NRENS BH 2 ol
TR E RS, (NS HT RS RN NZE X —1TAFEIEG L. BT RA, X Z P R S5 &
e EARAE PR HEAT A5 FE, SRR R AT 35

IR 2P i R g b A BV PE RE RO R bR R R AR TR A WA 848 A 38 iR (2T
¥, BRI R N E) IE AR R PR S . IR TR R R r R R IE AR A &
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TR PT I AT g MRS etk fe BI 03 2 Giveridis 2 A fszit [105) S miy 2 42 o 0 ) FEE o R 25
SRS R AT BN R, FLZ P i BE BRI M B AT . % AR T — AN b R4 52,
DA PUAS 5 IR 5558 2 DB L ROR R0 2 0 o, DASFATSE B00E o 0, IR R) TLS 4R T34 50 &%
BFRIE.

WEAh, T B4 TR FE T 10046 BRI A 2% FE5 611 B T AT, /E5 WA J 4 0 8 4 R 0 B JEE A 11 4
I B R08) g 4 e AT O ME R IR, ST IRSER: — R AE LR RL B B 0 X AT 1000 ViR T
ST I R, 4% 3000 YHRT PRS- 51 24 /N AT, DASEGS T BR 52 A0 AS Bl 2 VX b A i
PRGLA)

TEM. HarFRABRLZH TLS brilER 1.2 Al 1.3 BARA, A EEA 2%, T IETF B 2016 £
IEH T Z2AME TLS S22l AE T HUT PQC FiEER ISR R, R RE, S mi
& 7T TLS 1.2 1 TLS 1.3 B arbiatan s MO0, 7 Trg g B ep iy 2, sohpfe iR &
BB A, AN Z R 2 []; B ) B T AT R IR SIDH S84 # b BOHE TR
SRR TLS s, Ford 85 ECDHE M3, &4%f TLS 1.2 #15%E TR GHR A KEM #47
BRI TV []; P2 TLS 1.3 s IR &3 20 iy — e it e g (1), AN, PQC HiEfE TLS
A5 FH (1) 0 28 R At v it A (R RE A, DA B IE R TR B R SR 1 A1, tH& 52 B Rk TLS M5 &+
EERARE.

TLS i K S W 2 Bl dgiti, 252 PKIL PKI - FARIES, M TLS 42 Fid 2 v 7 248 AHE
Xf IR S% AR REATIIE. ETSEE L2 R N B) TLS 48 T B s oK), dEmisgng TLS #8F
HIVERE. &4 FIRI AP A & ETRE AR P AT M4, P LA BIANSE 4 K/ & BRI ENE 5 (KK
A, TEFHBE K, AR R e R £ R, f R T 1) ()

R RAZ I, BRAFARIE R, RBRB/MEF RN Z AN, WRA R EIE” K773, RS EERA
R B LA ) B 0 3 444, Ao 4 R R RS i et 1090 3% T 6 H Dilithium 1 Faleon 7
Fit PQC B4 SLBEAT T IR AT 0525, 46 RRIZ B &5 MR TR, Paul 2 A 119
AR ARAIEAS o A P B 5 A5 (0 500k, LA 5 A ARG S A SR IR A IE A58, JF2E T wolfSSL AT 1
K. AEHAARIEB I ERR K, FERPIMGHE PQC EB TAE, SRIEE T URIES 53 aé s
PATIERE, JRIETULIRI T “PbE” IR AN BT BANIE M 2 4 BIma 752844, SR 5 1T HLAt Ik
BRKLZEA . REUEF 75 ERAEUET §9—J7 RN SCRHR S (A — R SE0E, 25 A0EFSH) PKI th
BT PP SRS AT IR BMIE T EE, HES DI AHIER, A MIE R R T
WO Ay 28 A4 A I SRR, TARRAIIRECK.

BEAh, A —LEE N TLS R8T 5557 AR v B S 0 m] DR TR0 0E 5 K70, et g o () iE 5 1) 42
fr WAmopm TS 1.3 g M9 g2 mhpibik TLS RFLE, W07 L FSEE X TLS EFE
BI BARY, 1BF IR BRI SR AR RS, WD Fr @A nE B, XM SR padfest
br b2k TLS BLE R “ B HARE”, Rt n TLS iEMES, X— 45 Noise PHUAESL
AL, RS TT I, bR R B SR HE A5 2 e SO EH B LT 3 R 4 B ) ] R S R IE Ta AR, (R e B
AP IR — A R — AN AL AN, FRFRHETIAE TR R B, UG T RES A EEUETT, SN B AR E
Ja 77 AT BEAT B TS, Kampanakis 28 A (380 42 1y Sl T B A7 28 1 9 207 1O 21 WU SR A e T 37
. B SUT ANEAFFIER, 2 i T 847 [aIE P RIS IR TR0 5507, RIS 42 H SR A7l S A7 58
HE. RFO8STY 19 P TR RS 7%, ROAESE T3 78 A 3 AR A 00 s 4 S0k s/ MR e ok
/. 7E ClientHello #1 ServerHello JH &, X571l compress_ certificate § & B i £ F 10 B 40 5005, FF
Fil CompressedCertificate ¥4 EHARJE Certificate Y4 BB H K4 5 FIET. EBEAHHHIE PQC i L
R B TR LS.

AUEH, BT PQC SEMR ARIETS MU REE Bt iemi, AAT3EH 7R fL TLS #8F. 11542
17 AR IS5 2 PR 7 58, WPIRLEAR R T7 BT FEMAREAL 2 LEARORIK) TLS 45 %2 4l {5 P shn i 5
TN R4, TAE — SRt SN 5 2 2 i, AT A RGEA RGBT R 75 K.
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3.1.2 TR
TR, X EEE TLS P AHEEH M EM. L TLS 1.3 N, %E?ﬁ%%ﬁﬂﬂﬁﬁﬁ M
R BVE Y, £ TLS 1.3 1, AHHEMNAERT IR P EEE . B RAE B . EREE
R, AT 2 SRR A IS FRE N, W RBIRE R A HEREE MR SIS B, fE%
A RR, A AT 28 F A H A e W S AR % B ) S R A, B BT — AR LA E T
Y i) DH %A fEIETaE T, SR BENbs iR, A, IRYEpr s N EEA E
AN, kAT 28 44 FNBIERE 42 B B0, R TRVE YT P Uk 1), SR TR,
key__share
. signature algorithms
{psgkkeyexfhangemodes
pre_shared_ keys

ClientHello

key_ share

preisharedikeys} BEARE He

{EncryptedEntensions}
{CertificateRequest }
{Certificate}
{CertificateVerify }

{Finished}
{Application Date}

ServerHello

{Certificate}
{CertificateVerify }
{Finished}

B 1 TLS 1.3 thiXdeFid42
Figure 1 TLS 1.3 handshake process

SRS W T T, 2 s AR 45 A% 4 S dE - ClientHello Ml ServerHello ¥ 2 A ) key_share 7Bt it
AL E R TR ) DH A A RL, 5 F TIL =24, WAEH pre_shared key TEXACH#:. 2477
T, IEBRAEZEA DR T IIES A M AAMEEE SN, AEERGHER AT “HRIE -+
B - 280y SEARAE 157 (IR IRGEHM, I ZEERRIE BRI 4 B LW T KRIET, MRGEERE. &P il
ClientHello ¥4 B H U E L FF ML HIEA, IR AHE ServerHello 7S [1 Certificate Bt H UE X N
VERNEEE, B P uRIGIE. 35 7 A ENE, MRS AR & —J3f K i% CertificateRequest 1B IERE
FUED. Paul 25 A (13 WAL 7 R EAEAMERIAS T I PQC By K5,

BEAh, 75 Web B A I8 i FH 28 4 IE T3 (B (signed certificate timestamps, SCT) FI7EZRAE THIR
AW (online certificate status protocol, OCSP) &4 B Ihfg, FI NFSMNE L LHIT R, SCT fi2d) py
TSl SEREY, BRYEES — NI AT ETFIIE TSk B &, FEEARERH A SCT &4, &
SRSV SN T AEE B PR SCT 4ok 18, oCsP 120 7 B RIS MA 51 %, B0 P o
EEB LTRSS (BB A, W EAL TLS EF I fEH LR — AN 24,

EBFMMAR PQC BIEMEM PQC HixHEbE M MANAE TAEMAFMAN. 7 NIST ik
PQC FREGEFE 2 BT, & — S e e 2 WML FAE TLS SEBLH I LAE; M NIST 1) PQC Sk iE 1)
AWrk4E i PQC TR TEFIREE TR =RMEE. FEENZIERH PQC HESI AWM. 158
FH PQC #WG1E (1 libogs [@) RATZHT, PQC 1L TAE— M RAEH SN EEFATER AR, M1 PQC
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BHAZRDERGIN, A% NIST 1) PQC bbb FE H Bk i TR T 7 246,

B TAEA A TLS SEB AR AAFE. OpenSSL FEAEILA TAE i i F, (B4 3 T AN [E) 5 [e A
Fi344h TLS FE (f11 mbedTLS. wolfSSL. Rustls) T ff 102104 L0618 1peq T8 Fil wolfSSL — 2/
ER TLS FERE/NT OpenSSL, FHAEE MHRA R RA T/ NAER A TAEFE —EMNH. Ak,
SEE S T T, Sikeridis £ NIANTE TLS BRI AT FE AL R AL S B ge g b 45 B o B
g pp 103,

MHERAIRE, TLS BTl LR E L FEMEALZ SR, WERNEL AR RSA
ECDSA %, #ARIRPIE TS, FEIEE PQC Z4HZE. WA MSAZ HHUE DH SHS#
P, ARRIRILE T B, BT, PRI AT, A TETRA =Mk, —%
PLREAR T T By 7 B0 R A 1) U ZE A 2R DH SRS B b, W1 Bos 25 A2 H —Fi3E T Ring-LWE
B K2R DH A8, IE TR 2R DH B2 ett, 3R iZ I ERE] TLS
W75, FREH TLS AR 22 SR RNE I Z I EE 2 5 1= e b — ST SIS HAZ BN, W
Banerjee 55 A\ DIA% b R X (] @O B0 S0, B8 H —FPIE T B0 B BHAS e U, Bk AR S KN, B3
s TLS [y Lod SRS, 7 NIST 1 PQC bR IR SHEE Y ST, X EHZ
PR PQC T WFA, EOiZF Wi PQC A B Hi).

AR TAE R B EEHAZHNERE, W NEE A AT L2418, BhE ARl D aft i te
FAIYH I T 5 0 2 ¥ U I [ 2 4= 9 IR) A, o 3 T DASE 3 SO i ok, A KB E T BN G, PR
TR RS B0k, 159 B R B T il 2 B2 iy T WU 4 T 5 56 T 55 50 R0 6 4 X S S vt
TLS hi3GEAT 1520,

EBRIT. PQC BB FE M A 1 S AR A UM A Y . TLS Whil R F IR e & A Hik
Vo, A AAT B S HE A TAEAHE &% 8. TLS thil th i IR & X T B iR SR S HL ]
AHEIA i B2,

o BOEMRTR. ERITEETEN, FEE PQC HIE SIS AT, R .

TLS R Erh i — ISV, 25 BT, 55 EE S i . X B s 2, &
VR AR X T RSB AN A AL G U T SO, S A 1R S A A, SRR BEREE. i
HHE, WATEAAE G PMGEE, & X “BRAEE + PQC Hik” WA ESFIERRFFRIA, {HiX
TR TR BT R VR A T SURE M FIEFR IR

o REEEEE. NEDBHMNTE, IE TIE—RRE —MEGEEMN—A PQC Hik, —ILHATH
ANE. A SR R IR TG, VRS AL A (SGATTIR

o FEIBFIESE. IRABA R I8 7 B R UK 2 AN SR I S BURTE B GE B AR, W
LI KEM AHR % 1% TLS 19 ClientHello ¥4 21 ServerHello jH B H# &
FB AT UEIRX Y R B R ARSI S L AN, T DLE IR 2 A FERN S BOE R ER, i
(F— A B, (H T RN 7 BOZ B R /IR .

o AGHIESEL GINEFE BT S A E BT AL 4. Crockett 25 A 5LI% S
B 44T T 2234 BD . Giacon 26 A 120 200 7 LA KEM MG, HEARHTFHEYT
AT LA TEIE R, EER PR e (AL ML) WA BRI AEARE T ER ST, X
—RIEZ G TAEH 15 BAkdE, Bindel A (03 fos iy 1ty B TR T BT RT SC 25 R R Hf KEM 28
A7 AT T L A AR,

FEARRFTA 23RN0 TLS #HATHIFTR N T/AERMMAH TRGHEA, F - T/ EERITE 2 PQC 1
TLS iy [od Los)

3.2 Noise MGERMEBELTHE

MY X BT & 4 Noise ristES B (i 45 SR 0 2 A8 (5 X, 41 Diem [Xef 123 445
Noise IK #3i¥. Noise WrXHESLE X T & H EMME ERAHA N, B R H R 2, LR e
HAAIHE, T E M Noise WM B 77 R4 T — S I PNEE (WIRTTHIZ RN Noise IK #1%). %
TR — R R, 8 USSR A AT R B O S8, 78 B B HE 28 RSO E SR BT I se B, S TLS AN,



oA BETEAEBLY TS AT Kkt N AED L 233

Noise PHICHE S ob MM ZESR oI R T i 3005 280, T B Noise IK P95 it B FL4R 54 7

Noise IK % P (AEdm A) EaiFRF2camss @ldm By mkmesm. &
FRF AN E: B %h A R%A B, B8 A WEMSHAKMZE, H A 4 DH mEGHT A
SEEIEAAA B KB BT RS SR, DU A R B AR A SR, B 7R B 4
BUSHHEXFIAME; RIGH B 1 A RS 48, A% B WiENEY), B B M/f DH 45 A B fi
S SRS, LU A KIS B IR B S SRR, A 7R A R i
X PAME.

i % B
W5 KN B K,
% PTINE Ea,
5 P I o,

XI5 DH (K ae, kps)
X7 DH (K as, kps)

MR 55 S AL ke

W75 DH (kae, kpe)
M7 DH(kas, kBe)
A 2 Noise IK W4 Fid42
Figure 2 Noise IK protocol handshake process

Noise WHHESEA & B A # b SUE DH %88 # W, 1 NIST IEfEAER Y PQC FrfEft e
FIF 1 B B4 KEM. R YA iR, A — i sige 024 225098 KEM A Noise BHSUE
Zah ) JpE IR KEM 1 DH §)R & % #HALE]. b4, WireGuard VPN (i23) 6 Noise 11
WAEZRAE N E 12 Al E i, BAEXS Noise WHAEZE PQC T8 TAEAZ, Al LI WireGuard )
PQC iR TAEHE TR Noise H1 PQC LK% E. Kniep 2 A 1260 211 T =#%} Noise TK HHM I
&, Hh 55 —Fh 5 S0k [] g U8, B RSB O B, 28 =R B 1 3h Bl 2 AR SR
ZEMY BAE WireGuard Fs28l, 45 R EIRTE NIST 26 =557k, Kyber A WA LHITE Noise B
WHEZEFI WireGuard VPN R H A Geiflt. Hiilsing %A (i) B 7E WireGuard WEF 24, FH
CCA Z4£ KEM K%, BTN CPA Z42K KEM A2 HE IS, sev /i fril et
FIHE A VR R, S B/ INE T B AR s oK, B b7 7.

3.3 RPUERG S RMZEBELTH

XHLEE 1 EAZ 5 v B 2 0 N 3 A A SRR BRI AL G L P 2 4, A CE ST LERZ S
BRI TR,

3.3.1 ITHHR

Gao FA fi28) M X B IX — BARSURAN T, 4l 7 XEEEs PQC TR I EERRINITE A
bR, B3R 5 E T XHEE (post-quantum blockchain, PQB) 454 X HEEH AR PQC HAR, BEA XHEER AR
I L, X Rt b sE T By, Rtz 4h, PQB fEAA G BT TR ERIEL4S; PQB XML ES
CIpER S

w77, Holcomb 5 A fizd X X B 22 5y A TR A AR N S I BE A T A THT 7oA. & oCHe i, 4
IR0 B DR i TR & EE P IR S L AR, MAE PQC FiESIAAR Y, HEHM IR
XFEREE R (FESAMNAER). B E CPU TR MEME_LIESR IR 7], KIS 1R
ET PQC 2244 /B0AE VA e A L. WA TH S R 2 ME ARSI, 122504 2 Ay BE AR SR AT 7E [X B wh 1 FH e A
AT EM TR, Fbh, 7EE N, BUERGHATEIIESR M) CPU J& A A A 1t B B 7 X Hess o 48 i 1k
8. Ferndndez-Caramos 2 A 139 312 1 F T [X He 1 PQC SR U EARRR I KN, B KE



234 Journal of Cryptologic Research %#524) Vol.10, No.2, Apr. 2023

ANy BUTTRRES . T 28I AR REAT. X LT B AR, BT D, HE R (. &
Y T A S R I O AT BB, T bR T bR AT 8 R, (LA B A BT 1

e SE R T, Holcomb 25 A 1290 4 1 HUKI7E VAT IX B S0V BRI, S2AENS BB I
B FIERS, TR BT — e DU PUTE I 0% 0 RE % AS 5 3R A a0 % 2 17
AL, FEBTHINLEI D, B iR R % 8, DUSER NIST 3k PQC ARkt F b fribRis A k.,

3.3.2 TRIRE

TROM. K LIRS PQC TR B B0 L 0 7R, 7T DUM R T B00 [X B A B i A
TSR BT R LA A, T BT X B e 50 T M B RIS 5 WA 7 A T R 1.

TR, s A B30 S B4 X e S L B HEAT T 4k, TR B R B 44t T R B 1 4
K. SRR EE I % A T IR AL, SR B 1 2 A e A A T e BB T A AR TR RO R, A
TS L RET (Wi T Tt BN ARG /1) AIECR R (R BT B0 A B R i 5 EE) B, A
S 2t T I T MO I, R B R ST 0 OO, R N TR A 07 TR U
. UABUA X e TR 2 SR 0, R T BXSR B EA R. HTAE, L Pow JE
PUEEE ), FUR R S2hR R BER A TSRS 7 58 M AR 1 B, T AN A BRE R AT SHA2 (132
SHA3 [138) ey 7 b 0 1y 22 40 M 0128 USRI Grover SLEEMITC. FLAbAENG PoW [T 135 (035 1 fi
Beeh . ARSI, Ykl I 2% JE T e, B A3 T o SRR T 0 B A7 g 5 0 2% e 4
IR, AT B T 15 A 7R 2 350 2 50 ) 2 SR 5 5 . 0% 9 e T A = 9 ) B o
2okl B34 91346, Fischer S A 135 78 1085 4E4IF B T 545 W 4 R0 b £ 26 00 2 45 JU 001 00 R A 47
T8 224 OB E MLV, 5 R T (5 B2 DB N BHL I SFe s R — PR e, b — oy 202 3N T TR 4
SERRGRR. AR B A B 2 4R BUIL R (permissioned consensus) ML R TT S AES 5 R E L
2R ESGE PKT SR HAE, 3T PKI ) PQC IERIEMT Ot ibit. Beah, f S (i
Ouroboros 1381 g {5 iiF 2 f T A7 RIS B0 T RS 74 TSR ROBE MR, ST 22 4 % 07 W B A7 vk
PR ML, O I AR A B 4 RN LA B WL G 1 AR B e R — B84y 2% IR, X B
BEHAHLH % 4 5 5 B T 20 2955 2 RIS SR B A WA o £ T 1 5 D 8 R BN 1 2 4

o MTFIREBAHZE, AMIANIG R LTS R TN, A% 5T,

o W PKI %4, BUECAHRZ N PKITBITE, BB,

o WTFRSL T ESEEIH AR R A, BRIECAH L X R 5 PQC S& 7% (I

Agarwal ZE AT LWE 1775 B30 (0h T aet & A AT /5 B 088, a3t skt 47
JE R TR RAD AR 4.

BRI, AT P A2 R 0 R IR T S o0 (X Bt S5 A s TR . DR, R R T
A X e 1 22 4 UK T BAR AN SR B RO H R 1O P IR AR N T 5. 45 R, ASCE A% PQC TR
SEI PSS\ R Gt 1690 B, T T T U X B e 5 WU P i T 956 42 B R O RS

5 Sy L 77 T £ 1 R 7 . B TR F A Shor B3, MABIMCE A, X —Ham &Y
WX B 5 1 22 4ot 0580, [ oens S b, WP bk b e, Tk 55 P 9 ABERSE . 2 5 k485 I
AN F 224, ML F R PR i 224 Mot 2 7E 32 SR ATE, T U B 3 12 55 i, Tl 5
(7 S AR 224, FERE ST T, WIRE 5 DL A FE b, T Tk BM A TE ik S BUAE ; W1 5e 538 o
REIR, Bk MR AR AR, AL — A KB [ SR 5, BTk A LA R
FEHAC 5 T L E A, T s .

BRitZ b, TR R, B E R R TR E. BT T RAR R E, R ER AT
FEERRAELE B R, O IR O RO R T, ORI A R R AR, i
4b, 768 TSN LA Shor BLVEAT Grover VA E IR, BAR BT H BEHLIFAT 000 K R th 75 38 5%
V.

EBRI. BB AR 24, BAR PQC SR R H TARE T 40 APk, — KRB
(TR T IX Bk, — SR LB 1 X S 7

ABC # 140540 5 Ding #iit) Rainbow ik, %EER NIST B =58 T ¥ EHEE =T



oA BETEAEBLY TS AT Kkt N AED L 235

Bz —. G PoW T 245K NP-hard A&, FrAEERIFFAIPIREFRES. ZEENH T &¥rw
TS SRALE AR R @A R TR\ RIRCR, 24T 2018 £ Fhia4T. £ NIST JFis PQC ks
WEALHERR R, BF 0N G385 0 B EE 1R, a2 T PQC vk, BB AN AE X EE b, IR e
VR LR, BARA. Gao A 128 Wl T — Mt TAS AL, T IHZ) 3] SIS )&,
Yin 2 A 043 551 7 FhE T Bonsai MEIEE. Torres 28 A W43 it 7R T-4% p— Vo o ) e
W&, FNHTF Y mMHARN RingCT PR+, Esgin 28N fiad) 5 RingCT WMl &L AT Tk
B, B T ZPMIE T AR RS, X 44 S A SR T VAT T ok, RN T AT . WA A SRR
J71fi, Chalkias %8 A\ (5] R —FEE T WA 4, fia H X B sEaE 20 i s S D Y, IRl T &
VR GEIERA AT RYE, REEUL, (B84 KBRS A B RN, Shahid ZEA ad) gopy 3L F 0 75
H— R4 S, 2544 P R

WA e TAE L E T U B b B T b S RIS S LA . Chen 22 A 147 200 pow Jti
AR N, EORE LA T 2R M. 1Z TAERIEAZ ZHLE T 5] NBE A 5 i e s A2 440 K
FI R — 2 5N B % 5 ID-Rainbow [], KgAK N —RBINE R RS (IPFS),
SEPRRK S 25 B AR IPFS /1, 8 b R AEBMA A, Zhang S5 A faad) FIRESINT IPFS, B R 18
T qTESLA ZZ LR G5B LR INH, ZEL LRGN NIST R TIES =5, ok, F
R R (TS TR, 0 Tl BURSORIE S o T s agity (L5051

BRI RE P B T I X B BE AL, A S BLE X BV 61T PQC iE# M T{E. Bitcoin Post-
Quantum (152 R M2, MEHE TSR PQC ZAEERIPRL 5 %4, FHHHE FZENERIR
B HLER4 P L. Semmouni 26 A 1531 fijyy TESLA# HiENH 2| e m.

PARYG 771, Ethereum 3.0 $2HFEHPIE T HIAM:, W zk-STARK RIRYBEFA (154 Qhen & A [153)
2B A HEN Rainbow N T AR, 555G K ECDSA EiE#THEHMEEL KA, PLE R
LR, ZCiEH, Rainbow HIZHKEZE KT ECDSA BIKE, mfERHZ{K CycleRainbow RS/
K. YEREJTIH, 51\ Rainbow Jo, 254 FIISE R [A] B 48 0, (BRF20 EH hEef0fE . Allende %5
A fisd] EFET LLRY % i Hyperledger Besu SEILAH) LACChain H#H(T 1L, i H & 1B A R,
FEFERIFZRETIRET SEIEEM LERBZ4 0 PQC iT#.

PLEIRAT A BRI, s A TAE SRS T B B4 L5 kiE#. Holcomb 25 A (L2d) eyt 10
H liboqs #HFEAE NIST SIAMESESE =4 ) PQC SHIEM TESLA N T Fabric v, xR & #0H
2 MBS BEEAT LU, FF 0T TR AU RE M E B IR K.

FoAh X BB &, Abelian f# FI# 300k 4 & REfPLE 7 B [], M Corda MITE#ILELEF L
¥ SPHINCS+ 4 [L58),

3.4 itg

T ) X e 1) 5 7 S A R AN G T e R BvE B M B ) A — N LR Bk 5k i R 2 R A, A 1m)
PR X B SRR () AN E IR, BRI RO TR SN AR, ARIE R G R TS EEAR S e . X
X B (30 AS PRI RS 5 25 44 1R TAE VTS . X X Hed fo i T3 i A JE U i 148, FRATAT LR
X Pt b1 fe TS iE R B DU U BR R

BIEESIEM. K Ott ZEARIE X @], CEND BRI —IA IR C 2B SRR PQC
B R RIR 2 B R, st M. v E NS, ElrER PQC Fyksnd 3, w4t
PLRIE; AX T2l A%, 3lF PQC BEEtmim@a s R &, X5 X R REREEER,
DL 5 N R B RE B SR A R — X 7 J& , BT DA 92 e 5 (X B A& Y (1 J5 B T S A0 SRR it B
BANEE £ ZFE00R, B LEs st PQC FikdiHER T —RK¥ FRBISIER, WkEEN; H
MEE— AR A HERD R FH A HBOIRE, XK E M EERNZ BN 2 AL, [FIR SR 2 Fhdd TR
JRJE AR AL, a2 b, NIST 7858 WU 5 FE ik M R R, B2t 47 — k& 1711 ) JEA% SR 48 44 I BVEAE
LR, Xl T BEZ AR E B, FrCA, &N T X R G R T E BRI, NI
PRAR AL b, PR X B i 2 2500 Sy A B S AR i T BE B M 7 v, AT = HE S AN R) X WLt 37 7 75
R RIS IR FE N HEEESSHE.

WIER . PQC FiEhile PQC ZEEAXREFHERNEEZ —, Rz ek TIKZE



236 Journal of Cryptologic Research %#524) Vol.10, No.2, Apr. 2023

PQC 5Lk 2z axtt, P AR . [FI, XA R kg 1T PQC MBS T8 K T e i)
RSB, BLR S X HURE 2 [AAFAE AR R I . BhAh, X BREErh () 3RS P B4 S VIIE . RAIlfE . %
EIGHR. SRR 2 AT, X 2RI &R T X BREER PQC PR TTR TARE. A,
PR XCHEE PQC P =B I8 ER:
o ZEVEIEW]: N PQC WRNIfEERE B2 art, T8 8 s s 2 ek, B
WA BB R & 22, XESR PQC WHIAE &y i A 2e sl (RO PR 85 T #R By 2 4x k.
o JEERCER: DML EECR BRSO EA R AN T TN T, BB A R S HO R BRI 7 %
SR, A PR B I A XU T B ELR R A, R RIS AR
o SIXIRBERGRANE: BUA XHBE XA B A BT X e i G B, BB E PQC Sk a M A\
AR AL R AT REAN LIS, Db AT 25 R8N i I 45 AR SR el W8 i 7 A A ) i B R

SEIEAM. FERE. Z2UGUSE. MRS H T PQC SASLHUR T Z5M, NI SLIReR,
AW PQC FEASCILh & H s SR, [ 242, SHOTES; SRS (IS AL B &%) FeR
SHEMAL (0 AVX2) WA T IRACHESCIL. (B X DRBE B RO REAF A 2 R, BT LI e 3 ) - 5L AR B
AN )R 5E AL R AR (1) PQC AL SEBUT LM ARk PQC SEBLIOWEFLTT 1A, BEAh, RIS FAR, %
AN DXCHEE T R AR B I PR R BEA T2 R, WA IO ik Bl iR UL SR B, R R 2k
BT, SEBL AR I, WART S PQC 3 SR 5 18 ek A 7 A0 SRS

TR AT, DA XHEE SR K 2 1 ) 22 M3 T SR AN T, PQC BHIERISIN,  PQC HIE D)
WO IXCHRGE MR A A R BRTE . AR A PEANE T, LA X HEE PQC 18 TARVIIRZ HESE o 5
RGHIE I B, WER T PQC HIAN X SR M BT 75 T (K TARAR > v A, 587 0 IX BB e it th
R AR BEE PQC IEB BT L TT M2 —, IS EEBEEIEL &, K38 PQC HiE S5 XREER LI
(A PR AF ELOE . 1T X R I F K R 22 4 SRR PQC RVE R ML A R E PR B — X TP J& , IX EER AR
A X DR A B A TR AR AT R, 34k, PQC SEREROBE S i), i o DX R BE A2 8
FEARGER Je TRESEBLAETT I, W e B b 55 HUSCRP Rl A B, W3 P I KB 7 &, 2 B A
PRARE R 7] .

X M 2 Y LA BB, A BT R o L iy [X e 2 A (059 2017 4R AR
TLITRAT LTI T RATRE R M A %) 000 i [ py i el 7 301 I 32 22 LUBGE B B A 6
Ml . [, TR A O EE E 2K A NE SRR GRS B ORTE Bt — PR T, XPBE R AR A 1
FE AR BRSO T 5. AEIZAEIOTE SR, A5/ MT Ml CLIBC BRBE D 1) X LB I IR AESE 2 R e,
2022 4 7 J, FEIZ RS IpAAR 5 UL BRBE S B 55 46 SR B, 2 0 Dl I 4% SR 0 IX B A S IR 55 0 H 19
HE T 2159 A 160 BrLIERRE, KL EE PQC JERS IR+ 4 3L,

4 i

NT X ARR PQC ABRME TRRNER TAEMUr &, ACHER B AIER I EW A, BT /E
BT IR 0 S U SRR I8 AT ] P AR S T SR EAT T SRR, AT RS H AR ELR se G A 5 (1
SRAGHA M. M. SEEEMEEE. RS, AXfEE PQC EBAZE R HELG
e, THEMNTFLM AR, FlinES 8 TR AR KRG AT R B (3T 88 75 R T o i A A i
FREE 2 H N A FIEIE R TAERIIL a4k, e R skms. IUA TAE S IS s 2 A SR A I B0
R, ATEE RS RN S — RS AR AR, i R S EE e 2 BUA N 7510 %
A, MR NERIUE TR &, 5 R T RAR SRR RIE T 0 2 s S, W TLS B
W EH) e H ST RS SRS T, 75 BT A0 e e A AN RE, LUK S A AN LRl B0 (10 & 2 ik, gL Re it #2
FIF SRR, AR SCHR G LA BB A1, 38 X B s X 2 83 200 (4 20 R JE S A LB A A L2 A8 5 2 4
ANER, H T PQC B ML,

ERZE, AEFTR T TLS Wil PQC T TAE, MZE U T Noise ThAESR PQC iE# T
YE. TLS WSt A %05 5 N AL T 12 Pl f2 v, S-S e SO 25 2 Bk A i K. TLS hilAh



Y A F BEITEBLHAYT AT RREQ AN FDE S 237

5 SR RIE R, FrAASC 218 TLS LR AN, HEEEEEDRE A REFEEE, U
PGB I A FES BN TE. YReRE H il TLS BEIDE TR —ANH S5 ), w45 Stk pe .
BEPFYERE . PUZEIERE =TT 1. — S8 TR e X FEA Sl AT I E AT IR, (B TR A A 5
FIPERE I A BEARR EAE X B BE P ORI, W E% PEREI 2 B AT PERE A 27 10, O TAECEHN TLS
Wil TCP PhsCRIEERE 2 i S HOE AN BEAT BT IE, A ST XA R I E8 R 55 4 1R RE S 77 T /4
LAY, Noise PHHESLRIITR M FiD, H BRI ER WireGuard VPN HIHFF.

£ LR, Bt S o XKHBE R RS 5 HL - A 2w, th TR IRATIR, BLASREIRS A &
TR RS A A TP B, LA SCE M1 T PQC XA H WU RIFEM. Xf DX BREE IS HEmg ] 7>
IR, — R BRI PUR T X, R PR X R EE SR R A EGE, PIA IR SRR O i
AR, BT B AR — RSB R0 DR BE AR fi 3R 2 TAR sls A5 1) PQC 5%, fHESE1Z PQC SHikBtihIX
BREERIFLIRAAZE By AL 105 2 0 — RO R IUA ) PQC SRR X e & .

LR R, BARRZEN TLS MR a8 TS8R 1 %2 S H0km, (HIE &
THOL T B SEIVE AL FIHE IE AN AT, SCF P 2 — LR AL B B A 75 LLSEBURIPEAS . i B2, 3L
TAERZHTFCAFERITR, XTI B AL BT A2 IO IR A 2. N7 T, BLAE X et OO UK I R A
SR, B R AN S U, AR SRR 75 01X e 554U ) PQC 1A 7R SR A i AL A% 5 R ikt

HETAAIN T PQC SEAE T IHEA B HVIERR, BIAEXHEET 6 ARAGERE 2 T30 O RARER)
PQC Hi%, B IFREANE 7HEIER AT bl BEAE A& 1 PQC BIEA 24, IXEORIXHUE T & s A
Woons a5 B LT IE R O HE 2 (H XEREET & 5 BB LBV ERE, MNAF 2L, R R T —X 7
JEFEAECLER M, TP R R B RS AR (] B, IXAUE AN TEHOT IR AL “H R REENE”. T “BEE” 1
WSV T R A% R GUHIAS AT A AN oy BRI, 5 508 A% G TS v R O [ E &R e HERI R, T
TE R R IR ARG ZRT R, PrA TR BT —, DO yrht, [BE SRS AR 8], Rig &4
TR 2. AT AR B IR, AR GEA T A RE TR i3 2 T3 T R AR 22 AL, BT AAATTSIAN T
BT, M E S SFOE R A Bt T RO R AT AR, H X B iR S5 B 2RI — A fE e i
1, SO S A R E P RORE SRR T (W0 Serum J7 i, BRIRGRAE), Siaid o A ST R AR K U
P ORIEBIROREE PQC Sik/E MG E RS HWBEENE, /£ PQC TR IR b 1% S 2 280 5 BTN 2
RUGERS LRI R0 — B L. 8 PR A 2 m B 1 2 A b e P B0 i o SR AR
R A 22 4 i) — AN LB A, F LA o] 26 P BBCRE 05 12080/ SE RS T A TR IR ORIE 22 4k, RS2 R OR AS T
FERERAT 2 AT T 1R 22—

T T2 PQC BB MG LT =AT5m. —2 PQC TS % RARAER & Bk i R
B oK /AL bR AE 2 TR B R IR AR e m, RS % EARHEAL ML XS PQC Sk iAnE(L AL
i, PQC TR bRAEM; EPbRiE. EZARAE. AT \hRdE, JFAELLIEAE EARIE PQC FrifE i
X /B ATIREE PQC LRI K, MR RE R4S 447 Bl i) — S o J U sl i (e sk, DAL R 4%
2R AT e % 1S B 2 AT & PQC LR HIbRAE, Wi PQC TR RN A a2k, R KM%
AR B R TR A BB ARG D b BB, (HIX L R G BRI E LB E, P
PANATISR AT Rl AR, T ik 5 By I AR T — AU B 7 i A0S P 396 A2 X — R R AE, )
I s RGN RA 2 tt, 2 PQC ITBMIGMN —MEEF . R EMEE PQC KX HfE e
IR MR T X AR B 55 N AR R, B B S i B A B E RS TR M 8 R
ZEAT, LRV B D RTT.  REnl X TR B AT MR 3 S5 R I B i, v S I ) R L B L IE
FERTFIE i PQC SEk%s sl, Bl NIST IEAEHIFR 5% DL SRR R S80E IO IH I 9 BK Bk
W, SRJE S A IR A B U BORRRAE, FRERAEN %22 5 R0RE V41 A, IR il & 2R R G IiE
FRIB A 18] 52 82 FH 375 570 Y PR D7 1 AN i R 5 0 o ) ARG B R, R RAN R R 3 50K PQC i A% e s ik

SE 3k

[1] NAKAMOTO S. Bitcoin: A peer-to-peer electronic cash system[EB/OL]. https://bitcoin.org/bitcoin.pdf. 2008.
[2] SHAO Q F, JIN C Q, ZHANG Z, et al. Blockchain: Architecture and research progress[J]. Chinese Journal of
Computers, 2018, 41(5): 969-988. [DOI: 10.11897/SP.J.1016.2018.00969]



238

(3]

(4]

(3]

6]
7
g
9

[10]

[11]

[12]

[13]

[14]

(15]

(16]

(17]

(23]
(24]

25]

Journal of Cryptologic Research % #% 3% Vol.10, No.2, Apr. 2023

AREE, &, kA, % XHBEERAR: K LR [J). WENLER, 2018, 41(5): 969-988. [DOI: 10.11897/SP.J.
1016.2018.00969]

VINCENT C H. Blockchain for Access Control Systems[S/OL]. US Department of Commerce, National Insti-
tute of Standards and Technology, 2022. https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8403.pdf. [DOI:
10.6028 /NIST.IR.8403]

SI X M, XU M X, YUAN C. Survey on security of blockchain[J]. Journal of Cryptologic Research, 2018, 5(5):
458-469. [DOI: 10.13868/j.cnki.jcr.000256]

WrE W, IRED, . XYL AR [J]. BB, 2018, 5(5): 458-469. [DOI: 10.13868/j.cnki.jcr.000256]
DYLAN Y, PETER M, NIK R, et al. Blockchain technology overview[R/OL]. US Department of Commerce,
National Institute of Standards and Technology, 2016.

https://nvlpubs.nist.gov/nistpubs/ir/2018 /NIST.IR.8202.pdf. [DOI: 10.6028/NIST.IR.8202]

DIFFIE W, HELLMAN M. New directions in cryptography[J]. IEEE Transactions on Information Theory, 1976,
22(6): 644-654. [DOI: 10.1109/TIT.1976.1055638]

RIVEST R L, SHAMIR A, ADLEMAN L. A method for obtaining digital signatures and public-key cryptosys-
tems[J]. Communications of the ACM, 1978, 21(2): 120-126. [DOI: 10.1145/359340.359342]

KOBLITZ N. Elliptic curve cryptosystems[J]. Mathematics of Computation, 1987, 48(177): 203-209. [DOI:
10.1090/S0025-5718-1987-0866109-5]

MILLER V S. Use of elliptic curves in cryptography[C]. In: Advances in Cryptology—CRYPTO ’85. Springer
Berlin Heidelberg, 1986: 417-426. [DOI: 10.1007/3-540-39799-X_ 31]

SHOR P W. Polynomial-time algorithms for prime factorization and discrete logarithms on a quantum com-
puter[J]. SIAM Review, 1999, 41(2): 303-332. [DOI: 10.1137/S0036144598347011]

GROVER L K. A fast quantum mechanical algorithm for database search[C]. In: Proceedings of the Twenty-
eighth Annual ACM Symposium on Theory of Computing. ACM, 1996: 212-219. [DOI: 10.1145/237814.237866]
BERNSTEIN D J. Introduction to Post-quantum Cryptography[M]. In: Post-quantum Cryptography. Springer
Berlin Heidelberg, 2009: 1-14. [DOI: 10.1007/978-3-540-88702-7_ 1]

BERNSTEIN D J, LANGE T. Post-quantum cryptography[J]. Nature, 2017, 549(7671): 188-194. [DOI:
10.1038 /nature23461]

PERLNER R A, COOPER D A. Quantum resistant public key cryptography: A survey[C]. In: Proceedings of
the 8th Symposium on Identity and Trust on the Internet. ACM, 2009: 85-93. [DOI: 10.1145/1527017.1527028]
BALDI M, SANTINI P, CANCELLIERI G. Post-quantum cryptography based on codes: State of the art and
open challenges[C]. In: Proceedings of 2017 AEIT International Annual Conference. IEEE, 2017: 1-6. [DOI:
10.23919/AEIT.2017.8240549]

DRAGOI V, RICHMOND T, BUCERZAN D, et al. Survey on cryptanalysis of code-based cryptography:
From theoretical to physical attacks[C]. In: Proceedings of 2018 7th International Conference on Computers
Communications and Control (ICCCC). IEEE, 2018: 215-223. [DOI: 10.1109/ICCCC.2018.8390461]

LIZ, HANY L, L1Y, et al. An overview of code-based encryption schemes[J]. Journal of National University of
Defense Technology, 2020, 42(4): 134-142. [DOI: 10.11887/j.cn.202004020]

Aedh, Whaisd, 450, G5 BET AL AR LR [J]. ERTRHER AR, 2020, 42(4): 134-142. [DOI: 10.11887/j.
¢n.202004020]

DING J T, GOWER J E, SCHMIDT D S. Oil-vinegar Signature Schemes[M]. In: Multivariate Public Key
Cryptosystems. Springer Boston, MA, 2006: 63-97. [DOI: 10.1007/978-0-387-36946-4_ 3]

FELDMANN A. A Survey of Attacks on Multivariate Cryptosystems[D]. Waterloo: University of Waterloo, 2005.
REGEV O. Lattice-based cryptography[C]. In: Advances in Cryptology—CRYPTO 2006. Springer Berlin Hei-
delberg, 2006: 131-141. [DOI: 10.1007/11818175_ 8]

AJTAI M. Generating hard instances of lattice problems[C]. In: Proceedings of the Twenty-eighth Annual ACM
Symposium on Theory of Computing. ACM, 1996: 99-108. [DOI: 10.1145/237814.237838|

GOLDREICH O, GOLDWASSER S, HALEVI S. Public-key cryptosystems from lattice reduction prob-
lems[C]. In: Advances in Cryptology—CRYPTO ’97. Springer Berlin Heidelberg, 1997: 112-131. [DOI:
10.1007/BFb0052231]

HOFFSTEIN J, PIPHER J, SILVERMAN J H. NTRU: A ring-based public key cryptosystem[C]. In: Algorithmic
Number Theory—ANTS ’98. Springer Berlin Heidelberg, 1998: 267-288. [DOI: 10.1007/BFb0054868]
PEIKERT C. A decade of lattice cryptography[J/OL]. IACR Cryptology ePrint Archive, 2015: 2015/939.
https://eprint.iacr.org/2015/939.pdf

NEJATOLLAHI H, DUTT N, RAY S, et al. Post-quantum lattice-based cryptography implementations: A
survey[J]. ACM Computing Surveys (CSUR), 2019, 51(6): 1-41. [DOI: 10.1145/3292548|



oA F BETERIELETENTRASRNAAED L L 239

[26]

27]

(28]

[29]

(30]

(31]

(32]

(33]

(34]

(35]

(36]

(37]

(38]

(39]
[40]
[41]

42]

[43]

[44]

HE SY, LI H, LI F H. A survey on high-efficiency hardware implementation for lattice-based cryptosystem[J].
Journal of Cryptologic Research, 2021, 8(6): 1019-1038. [DOI: 10.13868/j.cnki.jcr.000494]

FTREPE, 25N, 242 RHE. T P 5 2 Tl s ] 1 v AR SE A FE 2508 (). A% 4R, 2021, 8(6): 1019-1038. [DOL:
10.13868/j.cnki.jcr.000494]

National Institute of Standard and Technology. Post-quantum cryptography[EB/OL]. 2021.
https://csrc.nist.gov/projects/post-quantum-cryptography

CHEN L, JORDAN S, LIU Y K, et al. Report on post-quantum cryptography[R/OL]. US Department of
Commerce, National Institute of Standards and Technology, 2016.

https://nvlpubs.nist.gov/nistpubs/ir/2016 /nist.ir.8105.pdf. [DOI: 10.6028/NIST.IR.8105]

ALAGIC G, ALPERIN-SHERIFF J, APON D, et al. Status report on the first round of the NIST post-quantum
cryptography standardization process[R/OL]. Washington, DC: US Department of Commerce, National Institute
of Standards and Technology, 2019. https://tsapps.nist.gov/publication/get pdf.cfm?pub_id=927303. [DOI:
10.6028 /NIST.IR.8240]

ALAGIC G, ALPERIN-SHERIFF J, APON D, et al. Status report on the second round of the NIST post-
quantum cryptography standardization process[R/OL]. US Department of Commerce, NIST, 2020.
https://www.gps949.com /pdf/NIST.IR.8309.pdf. [DOI: 10.6028 /NIST.IR.8309]

ALAGIC G, APON D, COOPER D, et al. Status Report on the third round of the NIST post-quantum cryptog-
raphy standardization process[R/OL]. US Department of Commerce, NIST, 2022. [DOI: 10.6028 /NIST.IR.8413]
Chinese Association for Cryptologic Research. Notice of National Cryptographic Algorithm Design Competi-
tion[EB/OL]. 2019.

HESL S, A EBEEEREEIUER [EB/OL). 2019. https://sfjs.cacrnet.org.cn/site/content/309.html
BARKER W, POLK W, SOUPPAYA M. Getting ready for post-quantum cryptography: Explore challenges asso-
ciated with adoption and use of post-quantum cryptographic algorithms[R/OL]. NIST Cyber Security White Pa-
per (DRAFT), CSRC.NIST.GOV, 2020, 26. https://tsapps.nist.gov/publication/get pdf.cfm?pub_ id=932330.
[DOI: 10.6028/NIST.CSWP.04282021]

BARKER W, SOUPPAYA M. [Project Description] Migration to post-quantum cryptography[R/OL]. National
Institute of Standards and Technology, 2021.
https://www.nccoe.nist.gov /sites/default /files/legacy-files/pqc-migration-project-description-final. pdf
European Telecommunications Standards Institute. Migration strategies and recommendations to quantum safe
schemes[R/OL]. 2020.
https://www.etsi.org/deliver/etsi_tr/103600_103699/103619/01.01.01_60/tr__103619v010101p.pdf

The White House. Memorandum on improving the cybersecurity of national security, department of defense,
and intelligence community systems[EB/OL]. 2022. https://www.whitehouse.gov /briefing-room/presidential-
actions/2022/01/19/memorandum-on-improving-the-cybersecurity-of-national-security-department-of-defense-
and-intelligence-community-systems/

BECHER H, Post-quantum cryptography[R/OL]. 2020.
https://community.arm.com/arm-research/m/resources/1002

MOSCA M. Cybersecurity in a quantum world: Will we be ready?[EB/OL]. 2015. https://csrc.nist.gov/csrc/
media/events/workshop-on-cybersecurity-in-a-post-quantum-world /documents/presentations/session8-mosca-
michele.pdf

BONEH D, DAGDELEN O, FISCHLIN M, et al. Random oracles in a quantum world[C]. In: Advances in
Cryptology—ASIACRYPT 2011. Springer Berlin Heidelberg, 2011: 41-69. [DOI: 10.1007/978-3-642-25385-0_ 3]
SONG F. A note on quantum security for post-quantum cryptography[C]. In: Post-Quantum Cryptography—
PQCrypto 2014. Springer Cham, 2014: 246-265. [DOIL: 10.1007/978-3-319-11659-4 15|

POINTCHEVAL D, STERN J. Security proofs for signature schemes[C]. In: Advances in Cryptology—
EUROCRYPT ’96. Springer Berlin Heidelberg, 1996: 387-398. [DOI: 10.1007/3-540-68339-9_ 33]

BELLARE M, NEVEN G. Multi-signatures in the plain public-key model and a general forking lemmal[C].
In: Proceedings of ACM Conference on Computer & Communications Security. ACM, 2006: 390-399. [DOI:
10.1145/1180405.1180453]

LYUBASHEVSKY V. Fiat-Shamir with aborts: Applications to lattice and factoring-based signatures[C]. In:
Advances in Cryptology—ASIACRYPT 2009. Springer Berlin Heidelberg, 2009: 598-616. [DOI: 10.1007/978-3-
642-10366-7__35]

DUCAS L, KILTZ E, LEPOINT T, et al. CRYSTALS-Dilithium—Algorithm specifications and supporting doc-
umentation (Version 3.1)[EB/OL]. 2021. https://pg-crystals.org/dilithium/data/dilithium-specification-round3-
20210208.pdf



240

[45]

[46]

(47]

(48]

[49]

[50]

[51]
[52]
(53]
[54]
[55]
[56]

[57]

(58]

[59]
[60]
[61]

(62]

[63]

[64]

[65]

[66]

Journal of Cryptologic Research % #% 3% Vol.10, No.2, Apr. 2023

JIANG H D, LIU Y M. On post-quantum provable security[J]. Journal of Cyber Security, 2018, 4(2): 13-19.
[DOI: 10.19363/j.cnki.cn10-1380/tn.2019.03.02]

TSR, XIERL JERETFAE LA [J]. 5 R L%, 2018, 4(2): 13-19. [DOI: 10.19363/j.cnki.cn10-1380/tn.
2019.03.02]

LIANG M, LUO Y Y, LIU F M. A survey on quantum-secure symmetric cryptography[J]. Joournal of Cryptologic
Research, 2021, 8(6): 925-947. [DOI: 10.13868/j.cnki.jcr.000488]

P, BEIG, XA, PLE IR RS SO AR [J]). AR, 2021, 8(6): 925-947. [DOIL: 10.13868/j.
cnki.jer.000488]

CARSTENS T, EBRAHIMI E, TABIA G, et al. On quantum indistinguishability under chosen plaintext at-
tack[J/OL]. IACR Cryptology ePrint Archive, 2020: 2020/596. https://eprint.iacr.org/2020/596.pdf

DING J T, DEATON J, SCHMIDT K, et al. Cryptanalysis of the lifted unbalanced oil vinegar signature
scheme[C]. In: Advances in Cryptology—CRYPTO 2020, Part III. Springer Cham, 2020: 279-298. [DOI:
10.1007/978-3-030-56877-1_10]

DING J T, ZHANG Z, DEATON J, et al. A complete cryptanalysis of the post-quantum multivariate signature
scheme Himg-3[C]. In: Information and Communications Security—ICICS 2020. Springer Cham, 2020: 422-440.
[DOI: 10.1007/978-3-030-61078-4_ 24]

SAMARDJISKA S, SANTINI P, PERSICHETTI E, et al. A reaction attack against cryptosystems based on
LRPC codes[C]. In: Progress in Cryptology—LATINCRYPT 2019. Springer Cham, 2019: 197-216. [DOI:
10.1007/978-3-030-30530-7__10]

BEULLENS W. Breaking rainbow takes a weekend on a laptop[J/OL]. IACR Cryptology ePrint Archive, 2022:
2022/214. https://eprint.iacr.org/2022/214.pdf

CASTRYCK W, DECRU T. An efficient key recovery attack on SIDH (preliminary version)[J/OL]. IACR Cryp-
tology ePrint Archive, 2022: 2022/975. https://eprint.iacr.org/2022/975.pdf

PERLNER R, KELSEY J, COOPER D. Breaking category five SPHINCS+ with SHA-256[J/OL]. IACR Cryp-
tology ePrint Archive, 2022: 2022/1061. https://eprint.iacr.org/2022/1061.pdf

BERNSTEIN D J, LANGE T. Non-randomness of S-unit lattices[J/OL]. IACR Cryptology ePrint Archive, 2021:
2021/1428. https://eprint.iacr.org/2021/1428.pdf

The Center of Encryption and Information Security—MATZOV. Report on the security of LWE: Improved dual
lattice attack[R/OL]. 2022. https://zenodo.org/record/6412487#.YwXYty5By3A

NTRU Prime Risk-Management Team. Risks of lattice KEMs[R/OL]. 2021.
https://ntruprime.cr.yp.to/latticerisks-20211031.pdf

PERLNER R, SMITH-TONE D. A classification of differential invariants for multivariate post-quantum cryp-
tosystems[C]. In: Post-Quantum Cryptography—PQCrypto 2013. Springer Berlin Heidelberg, 2013: 165-173.
[DOI: 10.1007/978-3-642-38616-9_ 11]

JAQUES S, SCHANCK J M. Quantum cryptanalysis in the RAM model: Claw-finding attacks on SIKE[C]. In:
Advances in Cryptology—CRYPTO 2019, Part I. Springer Cham, 2019: 32-61. [DOI: 10.1007/978-3-030-26948-
7_2]

CHOWDHURY S, COVIC A, ACHARYA R Y, et al. Physical security in the post-quantum era[J]. Journal of
Cryptographic Engineering, 2021, 12(3): 267-303. [DOI: 10.1007/s13389-021-00255-w]

WIESMAIER A, ALNAHAWI N, GRASMEYER T, et al. On PQC migration and crypto-agility[OL]. arXiv
preprint arXiv:2106.09599, 2021. https://arxiv.org/abs/2106.09599

OTT D, PEIKERT C. Identifying research challenges in post quantum cryptography migration and cryptographic
agility[OL]. arXiv preprint arXiv:1909.07353, 2019. https://arxiv.org/abs/1909.07353

CREMERS C, HORVAT M, HOYLAND J, et al. A comprehensive symbolic analysis of TLS 1.3[C]. In: Pro-
ceedings of the 2017 ACM SIGSAC Conference on Computer and Communications Security. 2017: 1773-1788.
[DOI: 10.1145/3133956.3134063]

KOBEISSI N. Formal Verification for Real-world Cryptographic Protocols and Implementations[D]. Université
Paris Sciences et Lettres, 2018.

BARBOSA M, BARTHE G, FAN X, et al. EasyPQC: Verifying post-quantum cryptography|[C]. In: Proceedings
of the 2021 ACM SIGSAC Conference on Computer and Communications Security. ACM, 2021: 2564-2586.
[DOI: 10.1145/3460120.3484567)

SEILER G. Faster AVX2 optimized NTT multiplication for Ring-LWE lattice cryptography[J/OL]. IACR Cryp-
tology ePrint Archive, 2018: 2018/39. https://eprint.iacr.org/2018/039.pdf

BARTHE G, FAN X, GANCHER J, et al. Symbolic proofs for lattice-based cryptography[C]. In: Proceedings
of the 2018 ACM SIGSAC Conference on Computer and Communications Security. 2018: 538-555. [DOI:



oA F BETERIELETENTRASRNAAED L L 241

[67)

(68]

(69]
[70]
[71]

[72]

(73]
[74]
[75]
[76]

[77]

(83]
(84]

(85]

(86]

(87]

10.1145/3243734.3243825]

BARTHE G, GREGOIRE B, SCHMIDT B. Automated proofs of pairing-based cryptography[C]. In: Proceedings
of the 22nd ACM SIGSAC Conference on Computer and Communications Security. ACM, 2015: 1156-1168.
[DOI: 10.1145/2810103.2813697)

BARTHE G, GREGOIRE B, ZANELLA B S. Formal certification of code-based cryptographic proofs[C]. In:
Proceedings of the 36th Annual ACM SIGPLAN-SIGACT Symposium on Principles of Programming Languages.
ACM, 2009: 90-101. [DOI: 10.1145/1480881.1480894]

BERTOT Y, CASTERAN P. Interactive Theorem Proving and Program Development: Coq’Art: The Calculus
of Inductive Constructions[M]. Springer Berlin Heidelberg, 2013, 1-11.

BLANCHET B. CryptoVerif: A computationally-sound security protocol verifier[R/OL]. 2017.
https://bblanche.gitlabpages.inria.fr/CryptoVerif/cryptoverif.pdf

BARTHE G, DUPRESSOIR F, GREGOIRE B, et al. EasyCrypt: A Tutorial[M]. In: Foundations of Security
Analysis and Design VII. Springer Cham, 2013: 146-166. [DOI: 10.1007/978-3-319-10082-1 6]

DANG V B, MOHAJERANI K, GAJ K. High-speed hardware architectures and FPGA benchmarking of
CRYSTALS-Kyber, NTRU, and Saber[J/OL]. IACR Cryptology ePrint Archive, 2021: 2021/1508.
https://eprint.iacr.org/2021/1508.pdf

STEBILA D, MOSCA M. Post-quantum key exchange for the Internet and the open quantum safe project[C]. In:
Selected Areas in Cryptography—SAC 2016. Springer Cham, 2016: 14-37. [DOI: 10.1007/978-3-319-69453-5_ 2]
BUCHMANN J, MAY A, VOLLMER U. Perspectives for cryptographic long-term security[J]. Communications
of the ACM, 2006, 49(9): 50-55. [DOI: 10.1145/1151030.1151055]

MESO P, JAIN R. Agile software development: Adaptive systems principles and best practices[J]. Information
Systems Management, 2006, 23(3): 19-30. [DOI: 10.1201/1078.10580530/46108.23.3.20060601/93704.3]

FIPS 197. Advanced Encryption Standard (AES)[S/OL]. 2021.

https://nvlpubs.nist.gov /nistpubs/fips/nist.fips.197.pdf

NIST. Submission requirements and evaluation criteria for the post-quantum cryptography standardization pro-
cess[EB/OL]. 2016. https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography /documents/call-
for-proposals-final-dec-2016.pdf

HOUSLEY R. Guidelines for Cryptographic Algorithm Agility and Selecting Mandatory-to-Implement Algo-
rithms[S/OL]. RFC7696, 2015. https://datatracker.ietf.org/doc/html/rfc7696

FOWLER M, HIGHSMITH J. The agile manifesto[J]. Software Development, 2001, 9(8): 28-35.

ISO, ISO/IEC 9594-11:2020. Open Systems Interconnection Directory[S/OL]. 2020.
https://www.iso.org/standard /75417 .html

GAGLIANO R, KENT S, TURNER S. Algorithm Agility Procedure for the Resource Public Key Infrastructure
(RPKI)[S/OL]. RFC6916, 2013. https://datatracker.ietf.org/doc/html/rfc6916

OUESLATI H, RAHMAN M M, BEN O L. Literature review of the challenges of developing secure software
using the agile approach[C]. In: Proceedings of 2015 10th International Conference on Availability, Reliability
and Security. IEEE, 2015: 540-547. [DOI: 10.1109/ARES.2015.69]

HUELSING A, BUTIN D, GAZDAG S L, et al. XMSS: eXtended Merkle Signature Scheme[S/OL]. RFC 8391,
2018. https://datatracker.ietf.org/doc/html/rfc8391

D’ANVERS J P, VERBAUWHEDE I. On the impact of decryption failures on the security of LWE/LWR based
schemes[OL]. 2018. https://lirias.kuleuven.be/retrieve /602448

National Cybersecurity Center of Excellence. NCCOoE learning series webinar: Preparing for the migration
to post-quantum cryptography[EB/OL]. 2022. https://www.nccoe.nist.gov/get-involved/attend-events/nccoe-
learning-series-webinar-preparing-migration-post-quantum

BERRUETA E, MORATO D, MAGANA E, et al. A survey on detection techniques for cryptographic ran-
somware[J]. IEEE Access, 2019, 7: 144925-144944. [DOI: 10.1109/ACCESS.2019.2945839]

ZHAO C X, KANG F, YANG J, et al. A review of cryptographic algorithm recognition technology for
binary code[C]. In: Journal of Physics: Conference Series, 2021, 1856(1): 012015. [DOI: 10.1088/1742-
6596,/1856/1,/012015]

ETSI. Quantum safe cryptography and security: An introduction, benefits, enablers and challenges[R/OL]. 2014.
https://docbox.etsi.org/workshop/2014/201410__crypto/quantum_safe whitepaper 1 0_0.pdf

MASEBERG J S. Fail-Safe-Konzept fiir Public-Key-Infrastrukturen[D]. Technische Universitat, 2002.

BARNES R L, BHARGAVAN K, LIPP B, et al. Hybrid Public Key Encryption[S/OL]. Internet-draft, Internet
Research Task Force, 2021. https://datatracker.ietf.org/doc/html/draft-irtf-cfrg-hpke-12

OUNSWORTH M, PALA M. Composite Signatures for Use in Internet PKI[S/OL]. Internet-draft, Internet



242

[92]

(93]

[94]

[95]

[101]

[102]

[103]

[104]

[105]

[106]

[107]
[108]

[109]

[110]

[111]

Journal of Cryptologic Research % #% 3% Vol.10, No.2, Apr. 2023

Research Task Force, 2021. https://www.ietf.org/archive/id/draft-ounsworth-pq-composite-sigs-05.txt
CROCKETT E, PAQUIN C, STEBILA D. Prototyping post-quantum and hybrid key exchange and authenti-
cation in TLS and SSH[J/OL]. IACR Cryptology ePrint Archive, 2019: 2019/858.
https://csrc.nist.gov/CSRC/media/Events/Second-PQC-Standardization-Conference/documents/accepted-
papers/stebila-prototyping-post-quantum.pdf

BHARGAVAN K, BRZUSKA C, FOURNET C, et al. Downgrade resilience in key-exchange protocols[C].
In: Proceedings of 2016 IEEE Symposium on Security and Privacy (SP). IEEE, 2016: 506-525. [DOI:
10.1109/SP.2016.37]

GM/T 0111-2021. Technical Requirements for blockchain Cryptography Application[S]. Beijing: State Cryptog-
raphy Administration. 2021.

GM/T 0111-2021. XHEER YR HEARZR [S]. dbit: EZEMLE . 2021

FENG H W, LIU J W, WU Q H. Group signatures and ring signatures with post-quantum security[J]. Journal
of Cryptologic Research, 2021, 8(2): 183-201. [DOI: 10.13868/j.cnki.jcr.000430]

DS, XA, T4, FRTFRAeNTELAMNEL [J]. BB, 2021, 8(2): 183-201. [DOI: 10.13868/j.cnki.
jer.000430]

DIERKS T, RESCORLA E. The Transport Layer Security (TLS) Protocol Version 1.2[S/OL]. RFC5246, 2008.
https://www.hjp.at/doc/rfc/rfc5246.html

RESCORLA E, DIERKS T. The Transport Layer Security (TLS) Protocol Version 1.3[S/OL]. RFC8446, 2018.
https://www.hjp.at/doc/rfc/rfc8446.html

PERRIN T. The Noise Protocol Framework[S/OL]. 2018. http://www.noiseprotocol.org/noise.pdf

BOS J W, COSTELLO C, NAEHRIG M, et al. Post-quantum key exchange for the TLS protocol from the ring
learning with errors problem[C]. In: Proceedings of 2015 IEEE Symposium on Security and Privacy. IEEE, 2015:
553-570. [DOIL: 10.1109/SP.2015.40]

BANERJEE U, CHANDRAKASAN A P. Efficient post-quantum TLS handshakes using identity-based key ex-
change from lattices[C]. In: Proceedings of 2020 IEEE International Conference on Communications (ICC 2020).
IEEE, 2020: 1-6. [DOI: 10.1109/1CC40277.2020.9148829]

GAO X W, DING J T, LI L, et al. Efficient implementation of password-based authenticated key exchange from
RLWE and post-quantum TLS[J/OL]. IACR Cryptology ePrint Archive, 2017: 2017/1192.
https://eprint.iacr.org/2017/1192.pdf

SCHWABE P, STEBILA D, WIGGERS T. Post-quantum TLS without handshake signatures[C]. In: Proceedings
of the 2020 ACM SIGSAC Conference on Computer and Communications Security. ACM, 2020: 1461-1480.
[DOI: 10.1145/3372297.3423350]

BINDEL N, BRENDEL J, FISCHLIN M, et al. Hybrid key encapsulation mechanisms and authenticated
key exchange[C]. In: Post-Quantum Cryptography—PQCrypto 2019. Springer Cham, 2019: 206-226. [DOI:
10.1007/978-3-030-25510-7_12]

CHANG Y A, CHEN M S, WU J S, et al. Postquantum SSL/TLS for embedded systems[C]. In: Proceedings of
2014 IEEE 7th International Conference on Service-oriented Computing and Applications. IEEE, 2014: 266-270.
[DOI: 10.1109/SOCA.2014.23]

SIKERIDIS D, KAMPANAKIS P, DEVETSIKIOTIS M. Post-quantum authentication in TLS 1.3: A perfor-
mance study[J/OL]. IACR Cryptology ePrint Archive, 2020: 2020/071. https://eprint.iacr.org/2020/071.pdf
GAO X W, LIL, DING J T, et al. Fast discretized Gaussian sampling and post-quantum TLS ciphersuite[C]. In:
Information Security Practice and Experience—ISPEC 2017. Springer Cham, 2017: 551-565. [DOI: 10.1007/978-
3-319-72359-4 33|

BERNSTEIN D J, BRUMLEY B B, CHEN M S, et al. OpenSSLNTRU: Faster post-quantum TLS key ex-
change[OL]. arXiv preprint arXiv:2106.08759, 2021. https://arxiv.org/abs/2106.08759

PAQUIN C, STEBILA D, TAMVADA G. Benchmarking post-quantum cryptography in TLS[C]. In: Post-
Quantum Cryptography—PQCrypto 2020. Springer Cham, 2020: 72-91. [DOI: 10.1007/978-3-030-44223-1_ 5]
SIKERIDIS D, KAMPANAKIS P, DEVETSIKIOTIS M. Assessing the overhead of post-quantum cryptography in
TLS 1.3 and SSH]C]. In: Proceedings of the 16th International Conference on Emerging Networking Experiments
and Technologies. ACM, 2020: 149-156. [DOI: 10.1145/3386367.3431305]

CAMPAGNA M, CROCKETT E. Hybrid Post-Quantum Key Encapsulation Methods (PQ KEM) for Transport
Layer Security 1.2 (TLS)[S/OL]. Internet-draft draft-campagna-tls-bike-sike-hybrid-05, Internet Engineering Task
Force, 2021. Work in Progress. https://datatracker.ietf.org/doc/html/draft-campagna-tls-bike-sike-hybrid-07.
WHYTE W, ZHANG Z, FLURHER S, et al. Quantum-safe Hybrid (QSH) Key Exchange for Transport Layer
Security (TLS) Version 1.3[S/OL]. Internet-draft draft-whyte-qsh-tls13-06, Internet Engineering Task Force, Oc-



oA F BETERIELETENTRASRNAAED L L 243

[112]

[113]

[114]

[115]

[116]
[117]

[118]

[119]
[120]
[121]
[122]

[123]
[124]

[125]

[126]

[127]
[128]
[129]

[130]

[131]

[132]

[133]

[134]

tober 2017. Work in Progress. https://datatracker.ietf.org/doc/html/draft-whyte-qsh-tls13-06

SCHCNCK J M, STEBILA D. A Transport Layer Security (TLS) Extension for Establishing an Additional
Shared Secret[S/OL]. Internet-draft draft-schanck-tls-additional-keyshare-00, Internet Engineering Task Force,
April 2017. Work in Progress. https://datatracker.ietf.org/doc/html/draft-schanck-tls-additional-keyshare-00.
KIEFER F, KWIATKOWSKI K. Hybrid ECDHE-SIDH Key Exchange for TLS[S/OL]. Internet-draft draftkiefer-
tls-ecdhe-sidh-00, Internet Engineering Task Force, November 2018. Work in Progress.
https://datatracker.ietf.org/doc/html/draft-kiefer-tls-ecdhe-sidh-00.

STEBILA D, FLUHRER S, and GUERON S. Hybrid Key Exchange in TLS 1.3[S/OL]. Internet-draft draft-ietf-
tls-hybrid-design-04, Internet Engineering Task Force, January 2022. Work in Progress.
https://datatracker.ietf.org/doc/html/draft-ietf-tls-hybrid-design.

PAUL S, KUZOVKOVA Y, LAHR N, et al. Mixed certificate chains for the transition to post-quantum authen-
tication in TLS 1.3[J/OL]. IACR Cryptology ePrint Archive, 2021: 2021/1447.
https://eprint.iacr.org/2021/1447.pdf

RESCORLA E, BARNES R, TSCHOFENIG H. Compact TLS 1.3[S/OL]. Internet-draft draft-ietf-tls-ctls-04,
Internet Engineering Task Force, October 2021. https://datatracker.ietf.org/doc/html/draft-ietf-tls-ctls
THOMSON M. Suppressing Intermediate Certificates in TLS[S/OL]. Internet-draft draft-thomson-tls-sic-00. In-
ternet Engineering Task Force, March 2019. https://datatracker.ietf.org/doc/html/draft-thomson-tls-sic-00
KAMPANAKIS P, KALLITSIS M. Speeding up post-quantum TLS handshakes by suppressing intermediate
CA certificates[R/OL]. 2021. https://assets.amazon.science/00/{8/aa76{f93472d9b55b6a84716e34c/speeding-up-
post-quantum-tls-handshakes-by-suppressing-intermediate-ca-certificates.pdf

GHEDINI A, VASILIEV V. TLS Certificate Compression[S/OL]. RFC8879.
https://www.hjp.at/doc/rfc/rfc8879.html

LAURIE B, LANGELY A, KASPER E. Certificate Transparency[S/OL]. RFC6962.
https://www.hjp.at/doc/rfc/rfc6962.html

SANTESSON S, MYERS M, ANKNEY R, et al. X.509 Internet Public Key Infrastructure Online Certificate
Status Protocol—OCSP[S/OL]. RFC6960. https://www.hjp.at/doc/rfc/rfc6960.html

GIACON F, HEUER F, POETTERING B. KEM combiners[C]. In: Public-Key Cryptography—PKC 2018, Part
I. Springer Cham, 2018: 190-218. [DOI: 10.1007/978-3-319-76578-5_7]

Diem Association. Diem Association: Home Page[EB/OL]. 2020. https://www.diem.com/en-us/

PERRIN T. KEM-based Hybrid Forward Secrecy for Noise[S/OL]. 2021.
https://github.com/noiseprotocol/noise_hfs spec/blob/master/output/noise_ hfs.pdf

DONENFELD J A. WireGuard: Next generation kernel network tunnel[C]. In: NDSS. 2017: 1-12. [DOI:
10.14722/ndss.2017.23160]

KNIEP Q M, MULLER W, REDLICH J P. Post-quantum cryptography in WireGuard VPNIC]. In: Security and
Privacy in Communication Networks—SecureComm 2020. Springer Cham, 2020: 261-267. [DOI: 10.1007/978-
3-030-63095-9_ 16|

HULSING A, NING K C, SCHWABE P, et al. Post-quantum WireGuard[J/OL]. IACR Cryptology ePrint
Archive, 2020: 2020/379. https://eprint.iacr.org/2020/379.pdf

GAO Y L, CHEN X B, CHEN Y L, et al. A secure cryptocurrency scheme based on post-quantum blockchain[J].
IEEE Access, 2018, 6: 27205-27213. [DOL: 10.1109/ACCESS.2018.2827203]

HOLCOMB A, PEREIRA G C C F, DAS B, et al. PQFabric: A permissioned blockchain secure from both
classical and quantum attacks[OL]. arXiv preprint arXiv:2010.06571, 2020. https://arxiv.org/abs/2010.06571
FERNANDEZ-CARAMES T M, FRAGA-LAMAS P. Towards post-quantum blockchain: A review on blockchain
cryptography resistant to quantum computing attacks[J]. IEEE Access, 2020, 8: 21091-21116. [DOI: 10.1109/AC-
CESS.2020.2968985]

LIUY Z, LIU J W, ZHANG Z Y, et al. Overview on blockchain consensus mechanisms[J]. Journal of Cryptologic
Research, 2019, 6(4): 395-432. [DOI: 10.13868/j.cnki.jcr.000311]

XIS, XA, TRoRTE, 45, XEBEILRPLEITT 702508 [J). %S #4R, 2019, 6(4): 395-432. [DOI: 10.13868/j.cnki.jer.
000311]

National Institute of Standards and Technology. Secure Hash Standard (SHS)[S/OL]. 2021.
https://nvlpubs.nist.gov/nistpubs /FIPS /NIST.FIPS.180-4.pdf

National Institute of Standards and Technology. SHA-3 Standard: Permutation-based Hash and Extendable-
output Functions[S/OL]. 2021. https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.202.pdf

LAMPORT L, SHOSTAK R, PEASE M. The byzantine generals problem[J]. ACM Transactions on Programming
Languages and Systems, 1982, 4(3): 382-401. [DOI: 10.1145/ 357172.357176]



244

[135]

[136]

[137]
[138]

[139]

[140]
(141]
[142]

[143]

[144]

[145]

[146]
[147]
[148]
[149]

[150]

[151]
[152]
[153]
[154]

[155]

[156]

[157]
[158]

Journal of Cryptologic Research % #% 3% Vol.10, No.2, Apr. 2023

FISCHER M J, LYNCH N A, PATERSON M S. Impossibility of distributed consensus with one faulty process[J].
Journal of the ACM, 1985, 32(2): 374-382. [DOIL: 10.1145/3149.214121]

KIAYIAS A, RUSSELL A, DAVID B, et al. Ouroboros: A provably secure proof-of-stake blockchain protocol[C].
In: Advances in Cryptology—CRYPTO 2017, Part I. Springer Cham, 2017: 357-388. [DOI: 10.1007/978-3-319-
63688-7_12]

AGARWAL A, BARTUSEK J, GOYAL V, et al. Post-quantum multi-party computation[C]. In: Advances in
Cryptology—EUROCRYPT 2021, Part I. Springer Cham, 2021: 435-464. [DOIL: 10.1007/978-3-030-77870-5_ 16]
AGGARWAL D, BRENNEN G K, LEE T, et al. Quantum attacks on bitcoin, and how to protect against
them[OL]. arXiv preprint arXiv:1710.10377, 2017. https://arxiv.org/abs/1710.10377

GHEORGHIU V, GORBUNOV S, MOSCA M, et al. Quantum proofing the blockchain[R/OL]. Blockchain
Research Institute: University of Waterloo, 2017.

https:/ /evolutionq.com/quantum-safe-publications/mosca_ quantum-proofing-the-blockchain blockchain-
research-institute.pdf

ABCMint Foundation. ABCMint Foundation[EB/OL]. 2017. www.abcmint.org

DING J T. A new proof of work for blockchain based on random multivariate quadratic equations[C]. In: Applied
Cryptography and Network Security Workshops—ACNS 2019. Springer Cham, 2019: 97-107. [DOI: 10.1007/978-
3-030-29729-9_ 5]

YIN W, WEN Q Y, LI W M, et al. An anti-quantum transaction authentication approach in blockchain[J]. IEEE
Access, 2018, 6: 5393-5401. [DOL: 10.1109/ACCESS.2017.2788411]

TORRES W A A, STEINFELD R, SAKZAD A, et al. Post-quantum one-time linkable ring signature and
application to ring confidential transactions in blockchain (lattice RingCT v1.0)[C]. In: Information Security and
Privacy—ACISP 2018. Springer Cham, 2018: 558-576. [DOI: 10.1007/978-3-319-93638-3_32]

ESGIN M F, ZHAO R K, STEINFELD R, et al. MatRiCT: Efficient, scalable and post-quantum blockchain
confidential transactions protocol[C]. In: Proceedings of the 2019 ACM SIGSAC Conference on Computer and
Communications Security. 2019: 567-584. [DOI: 10.1145/3319535.3354200]

CHALKIAS K, BROWN J, HEARN M, et al. Blockchained post-quantum signatures[C]. In: Proceedings of 2018
IEEE International Conference on Internet of Things (iThings) and IEEE Green Computing and Communications
(GreenCom) and IEEE Cyber, Physical and Social Computing (CPSCom) and IEEE Smart Data (SmartData).
IEEE, 2018: 1196-1203. [DOI: 10.1109/Cybermatics_ 2018.2018.00213]

SHAHID F, KHAN A, JEON G. Post-quantum distributed ledger for Internet of things[J]. Computers & Electrical
Engineering, 2020, 83: 106581. [DOI: 10.1016/j.compeleceng.2020.106581]

CHEN J H, GAN W S, HU M C, et al. On the construction of a post-quantum blockchain for smart city[J].
Journal of Information Security and Applications, 2021, 58: 102780. [DOI: 10.1016/j.jisa.2021.102780]

CHEN J H, LING J, NING J, et al. Identity-based signature schemes for multivariate public key cryptosystems[J].
The Computer Journal, 2019, 62(8): 1132-1147. [DOI: 10.1093/comjnl/bxz013]

ZHANG P J, WANG L H, WANG W, et al. A blockchain system based on quantum-resistant digital signature[J].
Security and Communication Networks, 2021, 2021: 6671648. [DOI: 10.1155/2021/6671648]

PREECE J D, EASTON J M. Towards encrypting industrial data on public distributed networks[C]. In: Pro-
ceedings of 2018 IEEE International Conference on Big Data (Big Data). IEEE, 2018: 4540-4544. [DOI:
10.1109/BigData.2018.8622246]

GAO S Y, ZHENG D, GUO R, et al. An anti-quantum e-voting protocol in blockchain with audit function[J].
IEEE Access, 2019, 7: 115304-115316. [DOIL: 10.1109/ACCESS.2019.2935895]

ANHAO N. Bitcoin post-quantum|[R/OL]. 2021.
https://bitcoinpg.org/download/bitcoinpg-whitepaper-english.pdf

SEMMOUNI M C, NITAJ A, BELKASMI M. Bitcoin security with post quantum cryptography[C]. In: Net-
worked Systems—NETYS 2019. Springer Cham, 2019: 281-288. [DOI: 10.1007/978-3-030-31277-0_19]
Ethereum Foundation. Ethereum’s official roadmap[EB/OL]. 2020. https://eth.wiki/en/sharding/sharding-
roadmap

SHEN R P, XIANG H, ZHANG X, et al. Application and implementation of multivariate public key cryptosystem
in blockchain (Short Paper)[C]. In: Collaborative Computing: Networking, Applications and Worksharing—
CollaborateCom 2019. Springer Cham, 2019: 419-428. [DOI: 10.1007/978-3-030-30146-0_ 29]

ALLENDE M, LEON D L, CERON 8§, et al. Quantum-resistance in blockchain networks[OL]. arXiv preprint
arXiv:2106.06640, 2021. https://arxiv.org/abs/2106.06640

Abelian Foundation. Abelian Foundation website[EB/OL]. 2019. https://www.abelianfoundation.org

R3. Cipher suites supported by Corda[EB/OL]. 2021.



oA BETEAEBLY TS AT Kkt N AED L 245

[159]

[160]

[161]

https://docs.r3.com/en/platform/corda/4.8 /open-source/cipher-suites.html

China Academy of Information and Communications Technology. Whitepaper on blockchain (2021)[R/OL]. 2021
O BB, [KHeBEE L (2021 4F) [R/OL]. 2021.
https://www.caict.ac.cn/kxyj/qwfb/bps/202112/t20211222_ 394418 . htm

The People’s Bank of China. Announcements of seven departments including the People’s Bank of China on
preventing the risk of token issuance and financing[EB/OL]. 2017

B REAT. A REATS-L T TR T ARAT R B KR A %5 [EB/OL). 2017.
http://www.gov.cn/xinwen/2017-09/04 /content__5222657.htm

Cyberspace Administration of China. Announcement of the Cyberspace Administration of China on the issuance
of the ninth batch of domestic blockchain information service filing numbers[EB/OL]. 2022

FhAE N BN [ [ R BB 3 A SR (S 7 A B0 TR A 2R UL N X e £ DR 55 % R S 1 A
[EB/OL)]. 2022. http://www.cac.gov.cn/2022-07/25/c_1660369837207693.htm

fEEfE R

% (1999-), ERA, Wit
Fek. E BB E A T
TSR H.

huxicqu@cqu.edu.cn

\% (1964-), WIS ABA, &
+, HIR. FER U Y
TSR,

xianghong@cqu.edu.cn

TSR (1967-), 4, iz, =
LR TN % A i A AR
B R TE B X PR
dinglab@bimsa.cn

&7 (1977-), WHEFTA,
e, EER TR, E R
FEATI A B L IS FH AT A T GIE
HA.

xialuning@bjca.org.cn

RTE (1985-), Wbzl A, 14
+, BB, FEP RGN
NHER S THIE 2 A %Y
it

Ibei@bimsa.cn

&% (1980-), WAL,
+o, #BE, R EH SN L
Ry, XEREE, 2k 4.

txiang@cqu.edu.cn



	导言
	后量子密码迁移策略
	迁移目标
	迁移过程

	面向区块链的后量子密码迁移
	节点间通信涉及的密码算法迁移
	Noise协议涉及的密码算法迁移
	区块链交易涉及的密码算法迁移
	讨论

	结论

