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Abstract. By combining a Monte Carlo method with procedures to generate adversarial examples
for artificial neural networks, we introduce a technique to measure the local volume of the decision
boundary of a deep neural network. Our aim is to demonstrate that the complexity of a neural
network can be measured through the complexity of the geometry its decision boundary. By targeting
measurements of the decision boundary in regions of the input space that correspond to its local
and global geometry we are able to give evidence that over variations in hyperparameters optimal
network generalisation is achieved at critical points in the geometric structure of the network decision
boundaries.

We would expect better generalisation to correspond to a simpler geometric and topological struc-
ture in a networks decision boundary, however we reveal that this is not always the case and that
the geometric criteria corresponding to better generalisation can vary considerably between data sets
and even optimisation procedure.

In the course of the paper, we also explore connections between our methods and a classical tube
formulas and examine the consequences of high dimensional geometry on our measurements.

1. Introduction

Deep neural networks have show increasing success over the past several decades with diverse
applications application including computer vision [45], natural language processing [14], protein
folding [72] and many more.

Despite their success, it is not fully understood why neural networks are so susceptible to small
adversarial perturbation unrecognisable to humans perception [28] while still being able to generalise
so well to unseen test data or data not even contained within the original training distribution [70].
Here we consider the latter question. It is believed that neural networks generalise so effectively by
making use of an inductive bias [63], allowing them to regularise automatically, preferring to converge
to a simpler functions regardless of the number of parameters in the network architecture. Despite
this apparent intrinsic mechanism, networks have been observed to classify training images assigned
random labels without error [86], even if the training images themselves are randomly generated and
even in the presence of other explicit regularisation. In these cases there are no underlying pattern
in the data which the network could identify and hence no underlying data structures on which
generalisation can be achieved with inductive bias. Inductive bias therefore cannot alone explain
the unexpectedly small gaps between training and test data achieved with neural networks more
generally.

In order to identify good network architectures and hyperparameter choices, generalisation and
capacity measures have been proposed. However it has been shown empirically [41] that many
generalisation measures work well for tuning specific hyperparameters but generally not for others.
In fact for some complexity measures show spurious correlations that do not reflect more causal
insights about how generalization can arise and the authors recommend a more rigour approach be
taken.

This paper focuses on neural networks trained for classification tasks by developing a geometric
complexity measures based on quantifying the volume of a small neighbourhood of the networks
decision boundary around chosen points, typically taken from a training set. Through our meth-
ods we reveal correlations in the behaviours of decision boundary geometry and the generalisation
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performance of the network function. However, the geometric attributes affecting generalisation
vary between hyperparameter types, the training data and even the chosen optimisation procedure
demonstrating a more complex relationship than might be expected.

It has been shown [51] that the final layer of a deep neural network usually converges to that of a
linear support vector machine, for which the decision boundary is a co-dimension one hyperplane. The
structure of the decision boundary on the entire network studied here is much less well understood
and holds significantly more information on the effectiveness of the network function. With the
aim of uncovering structures that explain the generalisation properties of a deep neural network, we
approach this problem by measuring directly the geometry of the decision boundary within its input
space.

In a classification problem, the decision boundary of a neural network is a finite union of codimension-
1 sub-manifolds partitioning the networks decision regions, making it an objects accessible to study
from a geometric perspective. Topological arguments have previously be used to study theoretically
the restrictions on a network function imposed by a bounded height [42]. A central tool for extracting
geometric and topological structure in data is topological data analysis, a central method of which is
persistent homology [8, 18]. In recent years geometric and topological properties have been applied
directly to enhance and understand neural networks: feature extraction as inputs to neural networks
and machine learning [47, 66], adapting network architecture [56] and incorporating prior informa-
tion and regularisation [13, 12, 22, 77]. In particular studying network weights or activation spaces
of networks trained for classification tasks has been a common approach to assessing the geometric
structure of the learned network function in order to asses properties including adversarial robust-
ness, interpretability and generalisation [71, 23, 68, 9, 61, 78, 69]. The alternative more intuitive
approach we propose here is to study instead the geometry of the decision boundary directly.

A formula for the volume of the tubular neighbourhoods of a manifold embedded in a Euclidean
space was first fully formulated by Weyl [80] in 1939, in term of invariants dependent of the curvature
of the manifold. Tube formulas has since inspired developments in differential geometry [34] and
found applications in statistics and data analysis [46, 54, 50]. The initial motivation for our work is
that a tubular neighbourhood is a computationally feasible quantity in high dimensions that for a
small enough neighbourhood is directly proportional to the volume of the decision boundary itself,
therefore should captures information on the generalisation performance of a neural network, which
we demonstrate in Section 3 for low dimensional examples using conventional geometric methods.

Our new procedure which we introduce in Section 6 of this paper provides effectively in a high
dimensional setting an estimate of a lower bound of the ε-neighbourhood volume by combining
a Monte Carlo method with the construction of adversarial examples, to determine the distance
between the network decision boundary and points within the Monte Carlo sample. In particular we
are able to make use of computationally efficiently adversarial attack method without compromising
the accuracy as our measurements due to the fact that we only require an accurate distances when in
far closer proximity to the decision boundary than usually used when forming perturbed adversarial
inputs in network security applications. The reasons why convectional methods fail to provide
measurements in high dimensional input spaces are detailed in Section 4, Mathematical work on
tube formulas and their relationship with our work is discussed in Section 5.

With the aim of revealing the complexity of the decision boundary at different scales, we propose
in Section 6.2 three subspace of the input space of a network on which to apply our procedure.
The first subspace is the the space of all possible input vectors, the second a neighbourhood of the
training data and the third a neighbourhood of points sampled near the decision boundary between
training label classes. When combined these measurements give a reading of the network functions
performance when compared to the same measures of other similarly trained network functions.
Moreover throughout Section 6 we justify using arguments from high dimensional geometry why
these measurements should provides good results.
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Finally we present in Section 7 an experimental validation of our neighbourhood boundary vol-
ume measurements by training fully connected and convolutional neural networks under changes of
dropout hyperparameter settings on the MNIST, Fashion MNIST and CIFAR-10 data sets. This
allows us to demonstrate the relationship between neighbourhood boundary volume and network
function generalisation. In particular we observe that network functions with better generalisation
often occur at a critical point in the behaviour of one of our three boundary volumes measurement.
However in general the relationship between measurements varies between data sets and even training
algorithms, suggesting the relationship is not as simple as we might first expect.

1.1. Related work. Many attempts have been made to theoretically derive generalisation bounds
[64, 5, 60, 62, 79, 26, 55], however these bound are usually far form tight motivating improved
bounds for practical use [16, 3, 40, 49]. Other proposed generalisation measures include tracking
the stability of the optimization algorithm [37, 81], measuring the magnitude of the gradient noise
[10, 74] and empirically based generalisation measures include encouraging the network to converge
to a shallower local minimum of the loss function [73] and an information geometry inspired approach
using a Fisher-Rao norm capacity measure [52].

Generalisation with respect to complexity of a decision boundary is considered in [4], where a
complexity measure based on approximating the number of hyperplanes used to separate two classes
of data is tested on simple low dimensional data distributions. The results show that for a number of
machine learning algorithms including simple neural networks, that as the complexity of the decision
boundary increases the test error increases alongside reading from a number of other standard error
estimation methods.

Three of the most similar studies to our work are [36, 24, 68]. Ramamurthy, Varshney and Mody
[68] define a labeled Čech complex which they apply to estimate the topology of a decision boundary
of a neural network or data set between two label classes using persistent homology. The persistent
homology is computed directly form the data point and corresponding labels, either the true labels or
classified labels in each case respectively and a set of persistence statistics is obtained. This enables
the authors to make a comparison of the shape of the boundary of the network that and the type
of complexity of the data in order to attempt to pick better generalising networks. In our work
we propose to measure decision boundary of a neural network more directly and are therefore able
to make measurements at more location and scales than just being restricted to a measure directly
between label classes.

Georgiev, Franken and Mukherjee [24] propose to study decision boundaries as a heat diffusion
process with Brownian motion, by estimating the probabilities that a randomly moving particle
crosses the decision boundary after some number of time steps. The Authors also attempt to relate
their method and results to generalisation and decision boundary curvature, however their empirical
result focus on comparing methods training for adversarial robustness. Other work [25, 59, 58, 19]
have also suggested important connections exist between the geometry of the decision boundary and
adversarial robustness.

Guan and Loew [36] attempted to connect neural network generalisation to the complexity of the
decision boundary by measuring the complexity of decision boundaries between sets of data labels.
They achieve this by obtaining a sample of points close to the decision boundary lying linearly
between training points and employ an entropy measurement on the eigenvalues of the covariance
matrix of the boundary points within local patches of the boundary. The authors use their method to
provide evidence that better generalising neural networks network trained with dropout regularisation
have simpler decision boundaries than those trained without dropout regularisation, though they
train only networks in the two class classification setting.

Information about the shape of decision boundaries and structure of decision regions of neural
networks has also been studied empirically with a verity of methods [84, 43, 20], in all cases some
form of adversarial attack method is made use of in order to study the properties of the decision
boundaries. A study of average distance to the decision boundary during taring was given in [57].
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A measurement called boundary thickness that studies the average distance between level sets of
two label classes of a network function using Monte Carlo methods is introduced in [83] and considered
in relation to adversarial robustness. Also relating the geometry of the and decision regions, Cao
and Gong [7] measured using a Monte Carlo method the percentage decision region volumes for each
class around benign and adversarial examples in order to distinguish between the them. This work
was built on that of He, Li and Song [39] who proposed to compare examples by considering their
proximity to the the boundary in a large number of orthogonal direction, both approaches provide
evidence that a characterisation of the geometric structure of the decision boundary around examples
rather than just the minimal distances between the point and the boundary is important. In our
present work we choose to take a more global perspective studying the function generally rather than
in the region of single examples. The geometry and topology neural network decision boundaries
have also been studied form a theoretical perspective with a view toward generalisation in [1, 53].

2. Background

We set out here the notation used in the rest of this paper and introduce the necessary background
on adversarial attacks relevant to developing our neighbourhood boundary volume methods. Adver-
sarial attacks are important to our work as we use them to obtain an upper bound on the distance
from a point to the network decision boundary.

2.1. Notation. Throughout this work we assume that X is a finite set of n-dimensional training
data points in [0, 1]n with corresponding discreet labels Y in the standard basis of Rm, where m is
number of classification classes. Let N : Rn → Rm be a feed forward neural network function with
n inputs and m outputs. Let d : Rn × Rn → R be a metric on the input space of network N . In
particular, a feed froward neural network on k layers of respective sizes n = l0, l1, . . . , lk = m is
defined inductively as the composition of functions

ϕi(Wix+ bi) : Rli−1 → Rli (1)

where Wi is an li−1 by li matrix and the vector bi ∈ Rli captures the network parameters for
i = 1, . . . , k, with all trainable entries. A fully connected network is defined by having no restrictions
on the entries of the Wi and bi during training. Convolutional network layers are defined on data
given as a cubical array such as an image and apply the same trainable operations to each local
cubical patch in order to obtain entries of a next cubical layer [27, § 9]. Once a way to flatten the
cubical arrays is chosen such an operation can be formatted in the form of equation 1, with the
additional possible inclusion of a pooling operation after the application of the activation function.

The network N is trained on data set (X,Y ) with respect to a cost function obtained as the mean
value of loss functions L(N, x, y) : Rn × Rm → R over x ∈ X. There are standard choices of the
loss function in the literature, we use here the cross-entropy loss function. For each x ∈ Rn, denote
by Nj(x) ∈ R the output of N in the coordinate j = 1, . . .m. Then the prediction of the network
function

p(N(x)) : Rm → P({1, . . . ,m})
at x ∈ Rn is given by the set of coordinates j that maximises Nj(x). Note that if p(N(x)) = {i} we
just write p(N(x)) = i for short. The decision boundary B(N) ⊆ Rn of N is a set of point between
decision regions of labels classified by N , that is

B(N) = {x ∈ Rn | for every ε > 0 there are y, z ∈ Rn with

d(x, y) < ε, d(x, z) < ε and p(N(y)) ̸= p(N(z))}

The decision boundary of a feed forward neural network for a two class classification problem is a
manifold of codimension 1 in Rn with probability 1. In a multiclass classification problem the the
decision boundary boundary is the union of the (non-empty) codimension 1 manifold with boundary
sitting between the decision regions of each pair of class labels.
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2.2. Adversarial attack methods. An adversarial example at distance ε > 0 to a point x ∈ Rn

(often chosen from the training set X) is an a ∈ Rn such that

p(N(x)) ̸= p(N(a)) and d(x, a) ≤ ε.

Geometrically an adversarial example at x is another point lying nearby x at the other side of a
decision boundary. An adversarial attack method or adversarial attack is a procedure for generating
adversarial examples for a given trained network and a point in its domain.

The reason for generating adversarial examples in our work is to determine the distance of a given
point X to the network decision boundary. It should be noted that these measurements come with
no theoretical guarantees on their error and therefore can only be consider a upper bounds of those
distances. Moreover there is a trade off in the effectiveness with which an adversarial attack finds an
adversarial example against the computation time required to execute the attack and the distance
ε over which the attack is effective. As, typically for every point x, we need to generate a large
number of adversarial examples, our methods should generally be applied using a computationally
efficient attack which would results in a less reliable estimate of the distance to the boundary. This is
compensated for by the fact that we require our adversarial examples to be generated within a smaller
distance ε than would generally be considered for evaluating network robustness for security reasons,
for an example with networks tainted on MNIST comparing the FGSM and a strong projected
gradient decent adversarial attack over varying ε values see [67]. In the experimental part of this
work we apply our methods using the fast gradient sign method adversarial attack, though in practice
it will be useful to take measurements across a range of ε values coming from an adapted version of
this attack detailed in Section 6.3. This means that ε value may be obtained over a good range of
outputs and a specific value may be selected latter.

In this work we consider only white box adversarial attack methods, where adversarial examples
are generated with full knowledge of the network function N . In addition we always use the metric
d induced by the l∞-norm when generating adversarial examples. We now detail the fast gradient
sign method (FGSM) adversarial attack, for more details on other adversarial attack methods see
for example [82, 85].

The fast gradient sign method [28], is obtained using the gradient of the loss function L locally at
a point x ∈ Rn with a label y by

FGSMε(N, x, y) = x+ ε · sign(∇xL(N, x, y)) (2)

where the function sign rounds each non-zero coordinate to ±1 and ∇x is the derivative with respect
to x. Note that in contrast to the stochastic gradient descent method used to train the neural network,
here we aim to maximise the value of the local loss function in order to obtain an adversarial example
with a different label to the class of the original point x.

Given a label i ̸= p(N(x)), we can also perform a FGSM attack targeted at obtaining an adversarial
example with label i by subtracting rather than adding the local loss function about x with respect
to label i from x. This adversarial attack method is given by

FGSMi
ε(N, x) = x− ε · sign(∇xL(N, x, ei)) (3)

where ei is the standard basis vector with 1 in position i and 0 entries otherwise. See Figure 1 for
an illustration of the FGSM and targeted FGSM procedures.

For the purposes of estimating ε-neighbourhood boundary volumes over a range of ε values, we
require a more sophisticated adversarial attack that aims to obtain an adversarial examples close to
the initial point and returns this distance. By adapting the FGSM we provide such a method in
Section 6.3 and this procedure is applied in our experimental work.
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Figure 1. Contours of the local loss function within ε of a data point x in orange,
where a darker colour indicates a lower value of the loss function. To the left, the
FGSM adversarial attack on x is indicated by the red arrow. To the right the targeted
FGSM adversarial attack on x is indicated by the red arrow targeted towards target
label i. Both adversarial attack methods are used to find examples within ε of x. Note
that the direction of arrows must be diagonal inside the ε-box about x due to the
application of the sign function. The FGSM aims to maximise loss while the targeted
FGSM aims minimise its loss.

3. The role of depth and decision boundary geometry in generalisation of
2-dimensional NN

In order to demonstrate the use of geometric and topological measurements in analysing the
generalisation performance of deep neural networks, we present a two class classification experiment
in the two dimensional setting. Our aim is to demonstrate that generalisation of a neural network
can be measured through complexity in the geometry of its decision boundary. We show that
different geometric measures at varying scales reveal distinct aspects of that complexity. In particular,
successful generalisation minimises a certain geometric measure of network function complexity.

Though not used to obtain results later in the paper, in this section we make use of methods from
topological data analysis including Betti number and persistent homology to study the geometry and
topology of neural network decision boundaries. For an elementary introduction to topological data
analysis see for example [17].

Here our neural network learns a continuous function N : R2 → [0, 1] where binary classification
labels are determined by rounding a single output to the nearest integer. Our activation functions
are ϕi = tanh applied component-wise within each layer except the final layer, where the logistic
function is applied in the final step. Before training, weights are randomly initialised and distributed
according to the He normal conditions [38] with training using the Adam optimisation procedure
[44] and the binary cross-entropy cost function

L(N) = −1

k

k∑
i=1

yi log(N(xi)) + (1− yi) log(1−N(xi)).
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The network partition of R2 is then given in terms of its preimage by

f−1
(
[0, 0.5)

)
the decision region of class 0,

f−1
(
(0.5, 1]

)
the decision region of class 1 and

f−1(0.5) the decision boundary.

Though not conclusively proven, it is widely acknowledged that deeper network architectures
show greater functional expressiveness than shallow architectures even when the number of network
parameters remains constant. Moreover the optimal network functions in terms of generalisation to
the test data should occur at an intermediate architecture within the spectrum between shallower
and deeper networks with a fixed number of parameters. We would expect a more expressive network
to have more complicated geometric and topological structure in its partition of the input space while
a network with better generalisation should be simpler. The relationship between these properties
of the network function should be measurable in the structure of the network decision boundary and
decision regions.

Here we train several fully connected networks of differing architectures and similar numbers of
units on a noisy spiral data set. The 800 data points of either class are randomly sampled by

θ = 4π
√
initial

r = (−1)class(2θ + π)

point = (r cos(θ), r sin(θ)) + noise

for class = 0 or 1, and random numbers initial ∈ [0, 2] being uniformly sampled. The variable noise
is bidimensionaly Gaussian distributed with mean 0 and variance 4 in all directions. Furthermore,
the points are then scaled to sit inside [0, 1]2. A 1200 point test set for validating the performance
of the network function is also sampled from the same distribution.

The first geometric measurement we make on the network functions is the length of the network
decision boundary in the unit square [0, 1]2. This is obtained by counting the number of disagreements
in class label between horizontally and vertically neighbouring points of a 100 by 100 grid sample
of [0, 1]2 thought of as forming a 2-dimensional binary image on [0, 1]2. Explicitly, the grid points
are taken as the product of 100 equally spaced points in [0, 1] with the smallest point at 0 and
the largest at 1. By the Intermediate Value Theorem, a disagreement in network classification
between two points implies that the boundary between the two classes is located between them.
This measurement is a global summary of the whole network function within its domain contained
in [0, 1]2.

The second measurement is the sum of the 0th Betti numbers of the homology of the decision
regions corresponding to the class 0 and 1, respectively. The measurement is obtained by computing
the homology of those points classified by the network as class 0 and 1 separately within the 100 by
100 grid sample regarded as a cubical complex inside [0, 1]2. This captures the number of connected
components in the two decision regions. However, this measurement has the disadvantage of treating
all components equally regardless of size and can be significantly unstable as a consequence.

To overcome these problems, we also consider measurements using persistent homology. We again
consider a 100 by 100 grid sample and treat each point in this as the centre of a cube in a 2-dimensional
cubical complex C covering [0, 1]2. The cubical complex is filtered by the function F : C → [0, 1],
where F (x) is the minimal l∞ distance from x to a grid point adjacent to the boundary, that is a
point for which the network label disagrees with that of any of its 4 or less adjacent grid points.

The 0-dimensional persistent homology of this filtration corresponds to connected components in
the boundary with the death time of a feature describing the minimal distances between boundary
components. The 1-dimensional persistence captures disconnected components in the decision region
with the significance of these features corresponding to their diameter. In addition, the measurement
also captures curvature related information by measuring segments of a decision region separated by
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bottlenecks in the decision boundary, that is regions where the decision boundary is narrow. The
significance of these features corresponds to the difference of their narrowest diameter and the width
of the bottlenecks connecting them. Intuitively this persistence measure provides a summary of more
local features of the complexity of the network decision boundary. A demonstration of the persistent
homology of the filtration is given in Figure 2.

Figure 2. The left panel shows the training data and the decision regions of a fully
connected network trained on the data. In the centre is a plot of the filtration from
the boundary on a 100 by 100 grid sample, where blue represents 0 and yellow the
highest value in the filtration. To the right is the persistence diagram containing 0
and 1 dimensional features corresponding to the filtration.

In each dimension we summarise the persistent homology features by taking the norm of finite
pertinence features, that is in each dimension the sum of the squared distance of each point in the
persistence diagram from the leading diagonal. We call this the persistence norm of the diagram. In
particulate, the squared distance form the diagonal is used to emphasise the presence of larger more
significant features over the smaller ones.

The main observable difference in the network outputs given in Figure 3, are that shallow networks
learned functions with jagged decision boundaries finding it slightly harder to fit all the test data,
while the deep networks found smoother decision boundaries but over-fit the data by forming more
disconnected components in their decision regions.

These observations are verified in Figure 4, where the values of test accuracy, boundary length,
Betti numbers and persistence norms are tracked for networks during the training of ten randomly
initialised network functions. The networks that perform best with respect to test accuracy are
those in the middle of the transition between width and depth. The boundary length shows that the
deeper networks achieved longer boundaries after training. The deeper networks also have higher
Betti numbers throughout training. The increasing number of disconnected components present in
shallower networks is again evident from the size of the norm of the 0-dimensional persistence, this
plot additionally demonstrating that once trained the disconnected components are further apart for
deep networks. Finally in the plot of the the norm of the 1-dimensional persistence we see that the
less well performing networks in terms of test accuracy converge to larger values than those achieving
higher test accuracy. This shows that the larger disconnected components for deep networks and
segments between bottlenecks for shallower networks both result in higher measurements confirming
the explanation for their worse performance due to having more complex boundaries at a local scale.

We conclude that in this case, the measurements of boundary length show that deeper networks
learn more complicated decision boundaries overall while the functions that minimise the norm of the
1-dimensional persistence diagram correspond to better generalising network functions with simpler
local geometry, seen by their revers ordering when compared to the test accuracies in figure 4.
This minimum appears to result as the optimal position in a trade-off between the increased global
geometric complexity of deeper networks and the increased local geometric complexity of shallower
networks. Hence, the combination of measurements of the topology of the decision regions together
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Figure 3. Examples of fully-connected neural networks trained on a 800 point spiral
data set, with different architectures ranging between 14 hidden layers with 5 hidden
units to 3 hidden layers with 13 hidden units. Each network was trained for 5000
epochs. For the deeper networks we see more disconnected components in the decision
boundary, while for the shallower networks the boundary is rougher and more jagged.

Figure 4. Training statistics of fully connected networks trained on a spiral data set
each with a similar numbers of hidden weights averaged over 10 training initialisations.
The deeper networks generally have longer decision boundaries and higher decision
region Betti numbers. The average 1-dimensional normed persistence is after training
minimised around the network architectures achieving best test accuracy.

with the length of the decision boundaries provide insight into how the network function has learned
to fit the data. We therefore aim to construct methods to translate such geometric measurements
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into tools that can be applied to networks trained on higher dimensional data commonly used in
practice with deep learning.

4. Obstacles to quantifying the geometry of decision boundaries in high dimensions

Our observations in the previous section demonstrate the useful information available when mea-
suring the geometry of a neural network decision boundaries lying in a low dimensional space. Before
proposing a procedure to perform measurements for network with a higher dimensional input space,
we first discuss some of the mathematical differences when dealing with geometry in a high dimen-
sional euclidean spaces and how they can be overcome.

The curse of dimensionality is often used to refer to a number of mathematical phenomena that
make studying data with a large number of parameters difficult [29]. Perhaps the easiest example of
the curse of dimensionality is for grid samples such as those we considered in the previous section.
In this case a 100 by 100 grid sample in 2 dimensions requires 10000 points to be sampled. For an
arbitrary dimension d to achieve the same precision of coverage we would require 100d points to be
sampled, a quantity that quickly becomes impractical as d grows.

Many properties presenting a curse of dimensionality can be expressed in terms of a concentration
of measure around certain set as dimensions increases. An example of this is given in [30], where it
is shown that the number N of randomly selected vectors in Rd that are almost certainly orthogonal
grows exponentially with d. More precisely we have the following proposition. Given ε > 0, say two
vectors are ε-orthogonal if the dot product of their unit vectors in less than ε.

Proposition 4.1 ([30]). For ε, θ > 0, a set of N uniform random vectors chosen in the unit ball in
Rd are pairwise ε-orthogonal with probability greater than θ when

N ≤ e
ε2d
4

√
log(1/θ).

The above bound can be derived from the property that as d increases the surface volume of a
d-sphere is concentrated in a smaller neighbourhood of its equator. Such concentration of measure
properties in high dimensional spaces are studied and applied throughout the literature [48, 75, 31,
32, 76], including the more general waist concentration results of Gromov [35].

A manifestation of the curse of dimensionality is perhaps most relevant to measuring geometry of
network decision boundaries is the concentration of distance in high dimensional lp-spaces. Denote

by ∥−∥p the p-norm on Rd. For independent randomly sampled points x1, . . . , xm drawn from [0, 1]d

we have that

if lim
d→∞

var

(
∥xi∥p
E∥xi∥p

)
= 0

then lim
d→∞

maxi,j ∥xdi − xdj∥p −mini,j ∥xdi − xdj∥p
mini,j ∥xdi − xdj∥p

= 0 (4)

where i, j = 1, . . . ,m, which is a special case of a theorem of Beyer, Goldstein, Amakrishnan and
Shaft [6]. The theorem can be interpreted by saying that in high dimensions most points have
a similar pairwise distance. It is also clear that if we sample points uniformly in [0, 1]d, then as d
increases we also increase the number of coordinates and so increase the expected lp distance between
any pair of randomly sampled points. We can see the effect of equation 4 on real data sets. For
example, the MNIST and CIFAR-10 training set each contain 50000 images of dimensions 784 and
3072 respectively and the value of

max0≤i<j≤50000 ∥xi − xj∥2 −min0≤i<j≤50000 ∥xi − xj∥2

min0≤i<j≤50000 ∥xi − xj∥2

for xi, xj in the training sets are approximately 19.5360 and 10.0561 for MNIST and CIFAR-10
respectively.
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In the case of a Vietoris-Rips filtration of the simplicial complex built on a collection of points lying
in a high dimensional space, a consequence of the concentration of distance is that any geometric
structure in the data will be obscured by the relatively large distances between points in the sample.
So to obtain meaningful measurements of the persistent homology of such an object we are required
again to sample an impractically large number of points. Figures 5 and 6 demonstrate that given
1000 points uniformly sampled in dimension d from two parallel planes lying on faces of [0, 1]d or a
unit cylinder embedded in [0, 1]d, the sample is not sufficient to recover the homology of these sets
by dimension d = 15. In the parallel planes example we expect to be able to identify a single longest
living non-infinite 0-cycle corresponding to the connected component of one of the two planes and
in the cylinder case a single longest living 1-cycle corresponding to the cycle in the cylinder. The
features corresponding to the connected component and cycle in both cases respectively are hard to
distinguish by dimension 12 and completely obscured by noise at dimension 15.

Figure 5. Persistence diagrams of a 1000 point sample from an embedding of two
parallel planes in [0, 1]d at distance 1 apart, varying dimension d. The presence of
the 0-dimensional homology representing the disconnected planes is indistinguishable
from the noise by dimension 15.

It is therefore clear that making precise direct measurements of the persistence of decision regions
and the volume of the decision boundary similar to the constructions presented in Section 3 be-
comes impractical in high dimensions. In the boundary length case, this is because network decision
boundary are usually locally a co-dimension one hyperspace in higher dimensions, so there will be a
combinatorial explosion in the number of required grid points to measure.

The alternative perspective on data from a high-dimensional setting is that while some of our
intuitions from low-dimensions no longer apply, the geometry of high-dimensional data is far less
variable, as demonstrated by our earlier examples under the name of the curse of dimensionality.
This phenomenon is known as the Blessing of Dimensionality [15, 2]. Geometric methods applicable
to high-dimensional data analysis might therefore be useful on a wider variety of high dimensional
applications providing they are designed to exploit the high dimensional geometry.

One of our main contributions in this paper is to demonstrate a method that is suitable to large
deep neural networks, that can explore the shape of network function by describing the size of the
boundary within a high dimensional setting. We achieve this by developing a procedure to replicate
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Figure 6. Persistence diagrams of a 1000 point sample from an embedding of a
cylinder of radius 0.5 in [0, 1]d, varying dimension d. The presence of the 1-dimensional
homology representing the cycle in the cylinder is indistinguishable from the noise by
dimension 15.

the boundary length measurements of Section 3 by considering instead the more accessible volume of
a small neighbourhood of the boundary. This measurement is then targeted at particular locations
for which it is shown to provide useful information about the effectiveness of the network function.

5. Weyl’s tube formula

In this section we discuss the mathematics of tubular neighbourhoods of manifolds and consider
how those tubular neighbourhood might affect such measurements when applied to neural network
decision boundaries. In particulate we justify that for a small enough neighbourhood volume param-
eter ε the neighbourhood volume is approximately proportional to the true volume of the decision
boundary of the network, which is our main object of interest.

The volume V Rn

M of an ε-tubular neighbourhood of a q-dimensional manifold M embedded in Rn

(with respect to the l2 metric) was studied in a classical paper of Weyl [80] in 1939 and has since
inspired developments in differential geometry [34]. Weyl’s tube formula is a polynomial in the tube
radius ε with coefficient containing invariants k2i(M) dependent on the curvature of M . The full
expression of Weyl’s tube formula is given by

V Rn

M (ε) =
(πε2)

(n−q)/2

((n− q)/2)!

[q/2]∑
i=0

ε2ik2i(M)

(n− q + 2)(n− q + 4) · · · (n− q + 2i)
. (5)

In particular, for compact M , the invariant k0(M) is the volume of the manifold M . When M is

closed and even dimensional, the Gauss-Bonnet theorem may be applied to realise kq/2(M) as (2π)q/2

times the Euler characteristic of M .
In this work we are interested in measuring the ε-neighbourhood volume of the decision boundaries

of a deep feed forward neural network. We propose to do this because it is a quantity we are able to
measure using Monte Carlo methods even in high dimensions, and it is a useful proxy for the volume
of the decision boundary. In a two-class classification setting for a network with smooth activation
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functions, equation (5) shows immediately that the volume of an ε-neighbourhood of the decision
boundary is approximately proportional to the volume of the decision boundary, providing ε > 0 is
small.

More precisely, since equation (5) is a polynomial in ε with lowest degree term being linear in ε,
for small ε values V Rn

M is approximately linear in a scalar multiple of k0(M), the volume of M . The
decision boundary of a feed forward neural network used for classification in a two class classification
problem trained with gradient descent is a manifold of codimension 1 in some Rn with probability
almost 1. If the activation functions of the network are smooth such as for tanh activation functions,
then the manifold is also smooth. If the activation functions of the network are piecewise linear such
as for rectified linear activation functions, then the manifold is a piecewise linear manifold. In this
case we would expect network function to be approximating a smooth manifold, however obtaining
an explicit tubular formula in this situation turns out to be more a difficult problem than for the
smooth case [11, 21].

For a multiclass classification problem the decision boundary consists of the union of manifold
boundaries between pairs of classes not contained in another decision region. In this case any
intersection between the manifolds will with almost certain probability be a codimension-2 manifold
and provided ε is small enough its effect on the neighbourhood boundary volume should generally be
negligible in comparison to the total volume of the decision boundary which we justify empirically
in Appendix B. In addition we show how to apply our methods to identify the presence of curvature
in the decision boundary between pairs of class labels in Appendix C.

6. Methodology

In this section we set out the procedure for measuring the neighbourhood boundary volume of a
neural network function. This is carried out in the following steps. First, we select an adversarial
attack method; the effectiveness of that method will determine the accuracy of the volume estimate.
Secondly, we select regions of the input data space on which to measure the neighbourhood boundary
volume; our selection aims to reveal the complexity of the function on different scales.

More precisely measure the neighbourhood boundary volume of a neural network function using
a Monte Carlo method combined with the adversarial attack procedure specified at the end of
the section, that gives measurements at a range of ε values. We provide three regions on which
measurements can be made. We denote the resulting values by Bvol a global measurement with
respect to possible inputs, TrainBvol a global measurement around training data and LAdvBvol
a local measurement between training label classes. The latter two measurement also depend on an
additional δ variable to determine their local search radius, for a sensible choice of which we justify
the interpretation of the measures.

6.1. Estimating ε-neighbourhood boundary volume. Given a region U ⊆ Rn, ε > 0 and an
adversarial attack method A for obtaining adversarial examples at a distance as near as possible to
the decision boundary, we propose to obtain an estimate of the volume of the ε-neighbourhood of
the decision boundary of network function N in U through Monte Carlo sampling of U . As a point
is determined to be within ε of the decision boundary only when an adversarial example less than
a distance of ε away can be generated, our volume estimate is in general a lower bound on the true
ε-neighbourhood boundary volume. The quality of this estimate depends on the reliability of the
adversarial attack method A and the Monte Carlo error.

By applying the law of large numbers, Monte Carlo methods can be used to estimate almost
any quantity that can be expressed probabilistically. In the case of volume, given a large uniformly
distributed sample of a subspace of Rn, we can obtain an estimate for the volume of the sub-
region U by counting the proportion of points that fall inside U . More precisely in our case, the
ε-neighbourhood boundary volume Bvolε(N,U) is approximated as the probability

Bvolε(N,U) = Volume(U) · P (d(x,A(x)) ≤ ε | x ∈ U) (6)
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which may be estimated using a Monte Carlo method by computing the proportion of points satisfying
d(x,A(x)) ≤ ε from a large uniform random sample of points in U with some degree of error depending
on the sample size. In practice, and in all our experiments, it is convenient to set Volume(U) = 1.

As discussed in Section 5, our aim is to use the ε-neighbourhood boundary volume as an alternative
to the impractical measurement of the boundary volume alone, and for this we would like to choose
ε as small as possible. However the choice of ε must also be large enough to ensure that the Monte
Carlo estimation is applied to a substantial enough fraction of U in order to give a reliable result.

It is not strictly necessary to compute an adversarial example in order to estimate the distance
to the boundary. Adversarial examples are suited to studying neural networks and would not neces-
sarily be ideally applicable to other machine learning algorithms. For instance the computation of
d(x,A(x)) could be replaced with an alternative method such as an upper bound obtained by interval
arithmetic on N . Interval arithmetic evaluates a function under study on interval boxes bounded by
upper and lower bounds x, x′ ∈ Rn, where an interval is given by

[x, x′] = {z ∈ Rn | xi ≤ zi ≤ x′i for i = 1, . . . , n}.
The output of a function on an interval is an interval that contains at least all values of the function
on points contained in the input interval. We could measure the boundary volume with interval
arithmetic by replacing the condition d(x,A(x)) ≤ ε in equation (6) with an indicator function

Ix,ε =

{
1 if there are x1, x2 ∈ N([x− ε, x+ ε]) such that p(x1) ̸= p(x2)

0 otherwise

where adding and subtracting ε is applied to every component of the vector. However, while the
interval bounds can be effectively computed between layers of a feed forward neural network [33, 65],
we found them to be too imprecise to use for boundary volume measurements. The error on the
interval bound can vary considerably depending on the location of the input interval in Rn, meaning
the estimated thickness of the ε-neighbourhood of the boundary would be overestimated more within
some regions of the decision boundary than others.

In addition, changes in the network architecture and hyper-parameters such as regularisation cause
the scale of the interval error bounds to vary dramatically making comparison between different
models difficult. Figure 7 shows the effect of depth and l2-regularisation on the interval error of
a grid of intervals evaluated with interval arithmetic on the network function. In the case of the
deeper network the interval error is so large that the shape of the boundary is no longer visible. The
l2-regularisation improves the accuracy of the interval error, though the width of the error around
the boundary varies for different regions of the input space.

6.2. Sample spaces. Since we assume all training data lies in [0, 1]n, the most straightforward
region to choose as the sample space would be U = [0, 1]n, which corresponds to measuring the
volume of an ε-neighbourhood of the decision boundary on the entire space of possible data points.
We use the shorthand

Bvol = Bvolε(N, [0, 1]n)

to denote this volume measurement. However as the training data is usually assumed to be sampled
from a much lower dimensional manifold in a selected region of [0, 1]n, measuring ε-neighbourhood
boundary volume on the whole of [0, 1]n would capture structure of the decision boundary unrelated
to the classification task.

We therefore propose two additional target sample spaces U on which to measure the ε-neighbourhood
boundary volume. The first will target measurements of the global complexity of decision boundary
restricted within the region relevant to training data. The second region will look to analyse the
local complexity of the decision boundary between classification classes. All three sample spaces are
examined in the experimental part of the paper in Section 7. Both sample spaces are formed by
considering a number of cubical regions centered on points lying in [0, 1]n and whether the overlaps
of these cubical regions change the interpretation of measurements. However, we go on to justify in
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Figure 7. Three networks with Relu activation functions are trained on a spiral data
set for 2000 epochs with the Adam optimizer. In the first column we show a network
with 5 layers of 12 hidden units, the second column 8 layers of 9 hidden units and
the last column again 8 layers of 9 hidden units trained with l2-regularisation. The
top row shows plots of the network functions, the bottom row shows the evaluation
of the network on a 100 by 100 grid of intervals coloured yellow if the output interval
contains the boundary and blue otherwise. The interval arithmetic estimate of the
neighbourhood boundary volume is usually a large overestimate and varies consider-
ably in thickness around the boundary.

Remark 6.2 that in a high dimensional setting under most reasonable circumstances the two inter-
pretations we set out are in fact almost identical, so it will be unambiguous to refer to them both
with the same notation. The two regions are defined as follows.

(1) Given training data X and a δ > ε, set

U =
⋃
x∈X

Bδ(x)

where Bδ(x) = {x′ ∈ Rn | d∞(x, x′) ≤ δ} is the ball of radius δ around x. We use the
shorthand

TrainBvol = Bvolε(N,∪x∈XBδ(x)) (7)

to denote this volume measurement. Providing δ is smaller than the minimal distance be-
tween points in X the δ-neighbourhoods around points do not overlap, so TrainBvol will
measure the ε-boundary volume in the δ-neighbourhood of the training set. See Figure 8 for
a demonstration of the set U in this case. We want to highlight that TrainBVol depends
on the parameters ϵ and δ that need to be selected in sensible way to get a meaningful
measurement. Please consult the experimental section for examples.

Otherwise the probabilistic interpretation of the value approximated previously in equa-
tion (6) by sampling in U changes to the expected value of the boundary volume in the
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δ-neighbourhoods of the training set multiplied by the number of training points,

TrainBvol = |X| · E(Bvolε(N,Bδ(x)) | x ∈ X). (8)

In practice measuring the average ε-neighbourhood boundary volume in a δ-neighbourhood
of the training set might be interpreted as measuring how much the decision boundary twists
around the training data and is a global measurement with respect to the training data.

δ

ε

Figure 8. Sample space of δ neighbourhoods about training points in which to
estimate the TrainBvol ε-neighbourhood volume of the network decision boundary.

(2) Our second target for neighbourhood boundary volume obtains measurements in a two stage
process. Firstly, following the procedures detailed in [36], we sample points lying linearly
between two training examples of opposite classes to obtain a point on the boundary between
them. These are the orange points from the example given in Figure 9. This is achieved by
repeatedly subdividing the ray between the points in half with further subdivisions applied to
a section that contains the boundary and considering the midpoint of the remaining interval
after the final subdivision. The proximity of this linear adversarial example to the network
decision boundary boundary is up to a degree of accuracy determined by the number α of
subdivisions. Assuming that the two points are no more then distance 1 apart, the distance
of the adversarial example from the decision boundary is bounded above by 1/2α. While
such points near the boundary are obtained in a slightly biased fashion the output efficiently
provides us with a good sample of points located between label classes.

Secondly, we then measure how much the decision boundary twists between the data
classes of distinct classes by making boundary volume measurement in a δ-neighbourhood of
the point sampled on the decision boundary between the classes. Again, see Figure 9 for a
demonstration of this procedure.

Denote the set of pairs of points from X with different class labels in Y by

cp(X,Y ) =

{xi, xj ∈ X ×X | such that the corresponding yi, yj ∈ Y satisfy yi ̸= yj)}.

Define LA(x, x′) to be the closest adversarial example to x lying on the ray between points
x, x′ ∈ Rn. If the δ-neighbourhoods are disjoint then we define

LAdvBvol = Bvolε(N,∪(x,x′)∈cp(X,Y )Bδ(LA(x, x
′)).
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Otherwise, we consider in the region U =
∐

(x,x′)∈cp(X,Y ) Bδ(LA(x, x
′)), in the case when the

Bδ(LA(x, x
′)) overlap. In this case, the probabilistic interpretation of the ε-neighbourhood

boundary volume measurement is

LAdvBvol = |cp(X,Y )| · E
(
Bvolε(N,Bδ(LA(xi, xj)) | (xi, xj) ∈ cp(X,Y )

)
. (9)

In practice however, even for a reasonably sized data set X, there would be a very large
number of possible pairs of points in cp(X,Y ). Therefore we only take a random sample
among all possible pairs (xi, xj) with yi ̸= yj to obtain an estimate of a ε-neighbourhood
boundary volume measurement of LAdvBvol.

ε

δ

Figure 9. The points sampled on the boundary linearly between data classes in
the first step (orange) within which the second step estimate of LAdvBvol, the
ε-neighbourhood volume of the network decision boundary in a sample space of δ
neighbourhoods about these boundary points is made.

Remark 6.1. The ε-boundary volume measurements of the decision boundary we proposed are
confined to the volume within the union of cubes in Rn. In the case of this intersection being a
manifold with boundary, the Weyl tube formula discussed in Section 5 determines the boundary of
the tube to be given by the direction of the normal vector on the boundary of the manifold. It is
clear that in low dimensions there would usually be a difference in the ε-boundary volume considered
in the two cases as the normal vector of the network decision boundary at a point intersecting a face
of the cube need not be perpendicular to the normal vector of the face of the cube. However,
in high dimensions Proposition 4.1 tells us that randomly chosen normal vectors on the manifold
will be almost perpendicular to all faces of the cube with high probability, making the volume of
regions inside the cubes approximately identical to Weyl’s notion of a tubular neighbourhood. In
practice the axes of the cube are related to the data as they represent the data features, though this
possible correlation could be removed by randomising the coordinates before taking a neighbourhood
boundary volume measurement.

Remark 6.2. If two unit cubes aligned with coordinate axes in Rn overlap by di in each coordinate
axis for i = 1, . . . , n then the volume of the overlap region is

∏
i=1,...,n di. Hence given m axis-aligned

unit cubes in Rn of equal size with overlap in each axis bounded above by 0 ≤ ζ < 1, then

cube overlap volume ≤
(
m

2

)
ζn <

m2ζn

2
(10)
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Therefore even if the number of cubes m grows proportionally to the dimension n, the percentage
volume of cube overlap vanishes as n → ∞. So in high dimensions the probabilistic interpretations
presented above in equations (7) and (8) for TrainBvol and equations (2) and (9) for LAdvBvol,
converge to the same value as dimensions increase even when the δ-neighbourhoods overlap. The
value of the bound given in equation (10) is plotted against the number of dimension in the case of
100 cubes for each dimension in Figure 10, here we see that even for very large ζ values the size of
the bound reduces to almost zero in a relatively small number of dimensions.

Figure 10. Value of the bound given in equation (10) over varying dimensions in
the case of 100 cubes for each dimension, with curves for varying sizes of ζ between
0.1 to 0.9. The bound consistently vanishes for even modestly high dimensions.

In the two dimensional case of a curve in the plane the Weyl tube formula (5) simplifies to
depend only on ε and the length of the curve. As discussed in Remark 6.1, in low dimensions
the correspondence between Weyl’s tube formula and the ε-boundary volume measurements Bvol,
TrainBvol and LAdvBvol inside cubes can break down. In addition, as discussed in Remark 6.2
any overlap between cubes could cause differences between Bvol and TrainBvol. However, we see
in Figure 11 that the Bvol and TrainBvol measurements taken during the experiment presented
in Section 3 are almost identical in shape to the boundary length measurements. In this case Bvol
and TrainBvol are similar as the spiral data set is well dispersed throughout [0, 1]2. We also note
that in the LAdvBvol plot in Figure 11, the narrowing of the LAdvBvol measurements shows that
despite the shorter length of the shallower network architectures the local volume measurements
are similar, indicating the increasing roughness of the boundaries obtained from training shallower
networks when compared to the smoother higher curvature disconnected boundary components of
deeper networks. This demonstrates that our proposed methods developed for higher dimensions
reveal the same information we were able to obtains about the geometry of the decision boundary
using other techniques for 2-dimensions in Section 3.

6.3. A simple near boundary adversarial attack method. As outlined in the procedure from
Section 6.1, to compute the ε-neighbourhood boundary volume we require a method that returns
an approximate distance from a point to the decision boundary of the neural network function. We
propose to do this by performing an adversarial attack to obtain an adversarial example as close
as possible to the boundary near the initial point. This allows us to measure the neighbourhood
boundary volume over a range of ε values so we do not need to select an optimal ε in advance.

The attack method should not be computationally expensive as the Monte Carlo method requires
that we take a large number of samples. However, as our aim is only to approximate the boundary
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Figure 11. Comparison between the average boundary lengths during training
of networks on 2-dimensional data presented in Figure 3 compared to average ε-
neighbourhood boundary volume measurements Bvol, TrainBvol and LAdvBvol
taken during the training of the same network. For the neighbourhood boundary
volume measurements ε = 0.01, δ = 0.05 and 1000 points were used for the Monte
Carlo estimation. The Bvol, TrainBvol measurements are very similar to boundary
length with higher values for deeper networks. The LAdvBvol narrows after train-
ing, suggesting similar complexity of network decision boundaries between between
data classes. We see that the the trends in the Bvol and TrainBvol plots are the
same as the total boundary length plot in 2-dimensions, while LAdvBvol measure-
ments contain different information about the decision boundary more locally.

volume in a small neighbourhood of the boundary, the adversarial attack method need only give
accurate distance measurements when in close proximity to the decision boundary. For these purposes
we introduce an adapted version of the FGSM (see equation (2)) to find adversarial examples close
to the decision boundary, an example demonstrating that the FGSM performs as well as projected
gradient decent attack at distances less than 0.1 on a network trained on MNIST is given in [67].

Given a point x ∈ Rn we look for an adversarial example in the direction

v = sign(∇xL(N, x, y))

to a minimal accuracy determined by parameter α ∈ N, that is a point A(x) (if it exists) the closest
point to x in the direction v whose predicted label differs from x up to an error in distance of 1

α
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Since we wish to apply this to measuring the boundary volume of a ε-neighbourhood, we may also
put an upper bound on our search distance of ε. Therefore in practice α should be chosen so that 1

α
is considerably smaller than ε. The adversarial example A(x) is then determined by normalizing the
direction vector v to v̂ and evaluating in the ascending order of k the network predictions p(N( kα · v̂))
for k = 1, . . . , kmax such that kmax is the maximal integer for which kmax

α < ε.

Remark 6.3. It should be noted that the FGSM is more effective against a network with rectified
linear activation functions due to the linear nature of the adversarial attack method. As a conse-
quence, ε-neighbourhood boundary volume measurements using the method we just set out should
therefore provide a more reliable bound for a network with rectified linear activation functions.

Remark 6.4. Referring back to Section 5 and the motivation for the ε-neighbourhood boundary
volume measurement using Weyl’s tube formula, the ε value for the adversarial attack method
presented in this section is an l∞ metric distance not an l2 metric distance. However, the result of
applying our adversarial attack method to compute boundary volume on a subspace of Rn can still
be interpreted as a lower bound on the l2 metric tube if we take the tube radius to be

√
n times the

l∞ value of ε. This is because the l∞ ball of radius ε is a cube with side lengths 2ε, which has a
maximal radius of ε

√
n in the l2 metric.

7. Experimental results

In this section we present experimental results for neighbourhood boundary volume measurements
with networks trained on fully connected and convolutional neural networks under changes of dropout
hyperparameter settings in their final hidden layer on the MNIST, Fashion MNIST and CIFAR-10
data sets in order to demonstrate the relationship between neighbourhood boundary volume and
network function generalisation.

7.1. Summary of results. In Section 7.3 For each data set and network architecture we vary the the
dropout rate 1 between 0 and 0.5, presenting the neighbourhood boundary volumes of the network for
Bvol, TrainBvol and LAdvBvol over 10 random network initializations for appropriately chosen ε
and δ values and observe the average trend in measurements. For the convolutional neural networks
we observe a straightforward relationship where we see an increase in LAdvBvol values as dropout
rates increase and a local minimum in the TrainBvol measurements roughly coinciding with the
dropout rate of highest test accuracy. For the fully connected networks we observe a more complex
trade-off between the local geometry of LAdvBvol and global geometry of TrainBvol where the
behaviour of one appears to drive the behaviour in the other and for any given data set the local
maxima in the test accuracy correspond to the critical points in either LAdvBvol or TrainBvol
measurements.

The reliability and error margin in the boundary volume measurements in terms of chosen ε value
and number of Monte Carlo samples is considered along side the selection on network parameter
settings thought Section 7.2 with reference to additional empirical validation presented as part of
Appendixes B and C.

7.2. Experimental setup. For MNIST and Fashion MNIST we trained fully connected networks
with a single hidden layer of 100 units and for CIFAR-10 a fully connected network with 3 hidden
layers of 1024 units. The architecture for the hidden layers of the convolutional neural networks is
given in Table 1. All networks used rectified linear activation functions and a softmax activation on
their output layer.

Networks were trained with the cross-entropy loss function using randomly initialised weights
distributed according to He normal conditions [38]. Unless otherwise stated the networks trained
on MNIST used the stochastic gradient descent (SGD) optimizer at a learning rate of 0.01 and the
networks trained on Fashion MNIST and CIFAR-10 were trained with the Adam optimizer [44] at

1Defined as the probability of removing a neuron in the network during each batch of training.
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MNIST Fashion MNIST CIFAR-10
Conv 16, 5× 5 + 1 Conv 16, 5× 5 + 1 Conv 16, 3× 3 + 1
Pool 2× 2 + 2 Pool 2× 2 + 2 Pool 2× 2 + 2
Conv 32, 5× 5 + 1 Conv 32, 5× 5 + 1 Conv 32, 3× 3 + 1
Pool 2× 2 + 2 Pool 2× 2 + 2 Pool 2× 2 + 2
FC 100 FC 100 Conv 64, 3× 3 + 1

Pool 2× 2 + 2
FC 256

Table 1. Convolutional architectures used for training on data sets MNIST, Fashion
MNIST and CIFAR-10. The notation Conv a, b × b + 1 means a 2-dimensional
convolutional layer with a square filters of size b, all with a stride of 1 and same
padding. All pooling layers Pool 2 × 2 + 2 used square filters of size 2 with a stride
of 2 and had no padding. The notation FC c means a fully connected layer with c
hidden units.

a learning rate of 0.0001. All training was completed with constant batch sizes of 32. The number
of training iterations varies considerably between experiments and were chosen to coincide with
the epoch at which the networks approximately first achieve their optimal training accuracy. We
therefore detail the number of training epochs individually later.

Unless otherwise stated, in all experiments with ε-neighbourhood boundary volume measurements
we used ε and δ parameter settings detailed in Table 2 and the Monte Carlo sample size was always
104. In all cases the adversarial attack method presented in Section 6.3 was used. For LAdvBvol
measurements the number of subdivisions α used in the first step of the procedure was 10 and the
number of these adversarial examples near the decision bounder sampled was 103.

Data Method ε δ
(Nework)

Bvol 0.001 -
MNIST TrainBvol 0.003 0.2
(FC) LAdvBvol 0.001 0.2

Fashion Bvol 0.001 -
MNIST TrainBvol 0.003 0.2
(FC) LAdvBvol 0.0008 0.2

Bvol 0.002 -
CIFAR-10 TrainBvol 0.003 0.2

(FC) LAdvBvol 0.0008 0.2
Bvol 0.0005 -

MNIST TrainBvol 0.002 0.2
(Conv) LAdvBvol 0.0003 0.2
Fashion Bvol 0.001 -
MNIST TrainBvol 0.003 0.2
(Conv) LAdvBvol 0.001 0.2

Bvol 0.001 -
CIFAR-10 TrainBvol 0.0025 0.05
(Conv) LAdvBvol 0.0005 0.05

Table 2. The parameter values of ε and δ for each neighbourhood boundary volume
measurement using the notation and methods presented in Section 6.1.
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The choice of δ in Table 2 was made by considering the maximal distance between points in
training set classes with the l∞ metric. For MNIST, the minimal distance between two classes
was approximately 0.737 in the case of classes 1 and 7. For Fashion MNIST, all distances were
above 0.4 except for 5 pairs (0, 2), (1, 6), (2, 4), (2, 6), (4, 6) the smallest of which was for (2, 4) at a
distance of approximately 0.318. For CIFAR-10, the minimal distance between classes was 0.22. For
most experiments, we chose a value of δ = 0.2 as this was always less than the distance between
classes. The only exception is for training convolutional neural networks on CIFAR-10 where we
found a smaller δ was necessary for clean results and here we used δ = 0.05 Applying the findings of
Remark 6.2 we can conclude that in all cases TrainBvol is almost identical to the ε-neighbourhood
boundary volume of the union of regions around the training data. Meanwhile, as can be seen in
Table 3, these choice of δ values were also reasonable for LAdvBvol, as despite a few close by points
very few of the 10000 sampled points lying close to the boundary are ever less than 0.2 away from
each other.

Data Minimal Average Fraction Fraction Fraction
(network ) distance distance < 0.2 < 0.1 < 0.05
MNIST (Fc) 0.0102 0.587 0.0034 0.0008 0.0004

Fashion MNIST (Fc) 0.000400 0.4601 0.0269 0.0181 0.0145
CIFAR-10 (Fc) 0.000270 0.388 0.0669 0.039 0.0313
MNIST (Conv) 0.148 0.577 0.0002 0 0

Fashion MNIST (Conv) 0.000463 0.465 0.0215 0.0057 0.0026
CIFAR-10 (Conv) 0.000216 0.385 0.0774 0.0538 0.0473

Table 3. Statistics on the the minimal l∞ distances between any pairs of 10000
points sampled using the method described in Section 6.2, for constructing points
lying linearly between two training examples as part of the LAdvBvol method on a
trained neural network. For a network trained with each combination of data sets and
network architecture the minimum distance and average minimum distances between
pairs of points are given along with the fraction of those pairs of points which were
less than 0.2, 0.1 or 0.05 apart.

To test the size of the Monte Carlo error at our size of 104 point samples, we took a fully connected
network trained on MNIST and looked at the mean and range of values for each of the three ε-
neighbourhood boundary volume measurements which are presented in Table 4. In all cases the
range of estimates vary by less than 0.004.

Bvol TrainBvol LAdvBvol
Mean 0.27737 0.06626 0.16829
Range 0.00237 0.00193 0.00395

Table 4. Mean values and ranges over 10 trials of the three ε-neighbourhood bound-
ary volume measurements to demonstrate the size of the Monte Carlo error on a fully
connected network trained for 100 epochs on MNIST with the SGD optimizer for 100
epochs using previously outlined sampling settings and ε and δ values as presented in
the first row Table 2.

Both the number of training examples and the linear adversary sample size in are 103 while the
total number of Monte Carlo samples within a δ-neighbourhood of the points used to approximate
TrainBvol and LAdvBvol is 104, only a factor of 10 bigger. We found that this was in fact a large
enough sample to obtain a stable estimate to an accurate value as is demonstrated in Table 4. An
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explanation of this is that in both cases the measurement can be seen as the volume of the union of
δ-neighbourhoods of the sampled points as discussed in Remark 6.2, so it is not necessary to have a
very a large sample size per neighbourhood.

Figure 12. Values of ε-neighbourhood boundary volume measurements over a range
of ε values for 10 networks trained on MNIST. The stability of the measurements
appears good over the entire range of ε. The rate or growth with increasing ε of
neighbourhood boundary volume measurements is largely dependent on the accuracy
of the adversarial attack and curvature of the decision boundary which we explore in
more detail in Appendix C.

In Figure 12 we show the three ε-neighbourhood boundary volume measurements on 10 networks
trained with MNIST over a range of ε values. In addition to remaining smooth over a range of values
each network is distinguishable with measurement values keeping the same order. This demonstrates
that the choice of ε value does not effect much the measurements stability. We chose to use ε values
towards the lower end of the value ranges used in Figure 12 separately in each case satisfying a
number of conditions in order to guarantee that the volume measurements were proportional to the
true volume of the decision boundary as we initially discussed in Section 5. Firstly, in accordance
with the results of Appendix B, we chose ε values so that as far as possible ε-neighbourhood boundary
volume measurements were well below 0.2 to avoid any effect of intersections between different class
boundary manifolds. Secondly, particularly in the case of networks trained on MNIST we chose
ε small enough in order to avoid the effects of curvature on measurements as discussed further in
Appendix C, that is we chose ε small enough so that as a function of ε the neighbourhood boundary
volume measurements are approximately locally linear.

7.3. Effect of dropout on the decision boundary. We now investigate the effect of regularisation
on the shape of the decision boundary of a trained neural network. In the experiments we vary the
values of dropout regularisation applied to the final hidden layers of the networks varying between
0 and 0.5. In each case we train 10 randomly initialised networks which we present in the columns
of a graph indicating the mean and 1 standard deviation either side. The number of training epochs
selected for each experiment are given in Figure 5, these were varied to keep them in line with
roughly the correct epoch number in terms of first obtaining the optimal training accuracy for each
individual data set and dropout rate. We present here the boundary volume results for trainBvol
and LAdvBvol as these give the most information. The Bvol measurements are presented in
Appendix A and are omitted here as we found that these results were generally noisier and gave less
information than the other neighbourhood boundary volume measurements.

We present first the results on convolutional neural networks in Table 13. As a consequence of
their more sophisticated architecture they provided a simpler structure in the behaviour of their
decision boundaries. After this we then present the results on fully connected networks in Figure 14.
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Data Architecture Optimiser Epochs +epochs per 0.1 dropout
MNIST Fc SGD 100 0
MNIST Conv SGD 200 50
MNIST Fc Adam 70 30
MNIST Conv Adam 50 15

Fashion MNIST Fc Adam 100 0
Fashion MNIST Conv Adam 50 15

CIFAR-10 MNIST Fc Adam 25 5
CIFAR-10 MNIST Conv Adam 30 10

Table 5. Number of training epochs and increase in the number of training epochs
per increase in 0.1 of dropout rate on the final hidden layer. Epochs are given for fully
connected and convolution neural networks for each data set used in experiments in
this section.

In Table 13 we see that the effect of varying the dropout rate on the final layer of a convolution
neural networks trained on MNIST with the SGD optimizer and Fashion MNIST with the Adam
optimizer. In this case, the test accuracy continues to increase with higher dropout rates. The
TrainBvol measurements decrease as the dropout rate is increased even up to the point where the
dropout rate becomes too high to stably train with, so the local minimum is the global minimum.
Meanwhile, the LAvBvol measurements increase monotonically as dropout rate increases.

With the networks trained on MNIST with the Adam optimizer, we see the test accuracy is
highest around a dropout rate of 0.4 lowering slightly on average by 0.5. Similarly to the SGD case
the LAvBvol measurements generally increased monotonically with dropout rate, however this time
a minimum in the TrainBvol measurements appears at a dropout rate of 0.3 just before the optimal
dropout rate in the test accuracy.

For the networks trained on Fashion MNIST in the third row of Table 13 , the test accuracy
increases up to dropout rates of 0.3 and 0.4 before lowering slightly. The TrainBvol measurements
decrease to a local minimum as dropout increases around 0.3 corresponding to the best performing
networks in term of test accuracy. The LAvBvol measurements vary little with a slight increase as
dropout rate increases.

Finally in the last row of 13, the results for networks trained on CIFAR-10 show that the test
accuracy increased with increased dropout rate leveling off at a rate of 0.4 and 0.5. As for the other
data sets the LAvBvol measurements can be seen to increase slightly with dropout rate, though in
this case the results are considerably more noisy with a less steep slope. Meanwhile, the TrainBvol
measurements fall to local minima around dropout rates of 0.2 and 0.3 slightly preceding the leveling
off in test accuracy.

Figure 14 presents the values of the test accuracy and ε-neighbourhood boundary volume mea-
surements for fully connected networks. The result for training on MNIST with the SGD and Adam
optimizers over varying dropout rate in the first and second rows of Figure 14, show that on average
the best test accuracies were obtained with a dropout rate around 0.1. The TrainBvol measure-
ments are minimised also around dropout values of 0.1 and 0.15 while, the LAdvBvol values in the
SGD case decrease monotonically and increase monotonically in the Adam case.

An explanation for all the observations so far would be that increasing the dropout rate drives
primarily a change in local behavior of LAdvBvol, while there is then a trade off in the global
behavior of TrainBvol. It appears that the values at which this trade off finds network functions
with better generalising properties is at the tuning point in TrainBvol. However, it is surprising in
the Adam case for fully connected networks that an increasing regularisation hyperparameter such as
dropout would lead to an increase in complexity in both the local LAdvBvol and global LAdvBvol
measurements.
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Test accuracy TrainBvol LAdvBvol

MNIST
(SGD)

MNIST
(Adam)

Fashion
MNIST
(Adam)

CIFAR-
10

(Adam)

Figure 13. Boundary volume over varying dropout rate in the final fully connected
layer applied to convolutional neural networks. The top two rows are trained on
MNIST with the SGD and Adam optimizers respectively, the third row Fashion
MNIST and bottom row CIFAR-10. We see a local minima in TrainBvol around or
just before the optimal test accuracy, while the LAdvBvol measurements generally
increase.

It should be noted that for results on MNIST the TrainBvol measurements grow non-linearly in
ε (see Figure 12), which is not the case for other data sets due curvature as discussed in Appendix C.
It was therefore necessary to ensure that the values of ε were sufficiently small so that they lay in
a range that was approximately linear. We observed that the effect of curvature decreased as the
dropout rate increased as we would expect, this results in a shift to larger values of the TrainBvol
local minima for larger ε values.

In the third row of Figure 14 are the results from the networks trained on Fashion MNIST with
varying dropout rate. In this case the TrainBvol decreases monotonically as the dropout rate
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Test accuracy TrainBvol LAdvBvol

MNIST
(SGD)

MNIST
(Adam)

Fashion
MNIST
(Adam)

CIFAR-
10

(Adam)

Figure 14. Boundary volume and test accuracy over varying dropout rate applied
to fully connected neural networks. The top two rows are trained on MNIST with the
SGD and Adam optimizers respectively, the third row Fashion MNIST and bottom
row CIFAR-10. Optimal test accuracy is achieved around a critical point of either
TrainBvol or LAdvBvol, while the other of the two measurements changes mono-
tonically.

increases, while LAdvBvol increases to a maximum before decreasing. This time the optimal test
accuracy coincides with the change in behavior of the LAdvBvol measurements. So in this case
the roles of the TrainBvol and LAdvBvol measurements are reversed and the change in behaviour
occurs around a local maximum rather than a local minimum. suggesting a simplification in the
complexity of the network function generally as the dropout rate is increased.

The final row of Figure 14 contains the results from networks trained on CIFAR-10 and here we
observe behaviour similar to previous cases but this time repeated multiple times in the boundary
volume measurements over changes in dropout rate. Though noisy there there appear to be three
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local peaks in the average test accuracy occurring around dropout rates of 0.1, 0.25 and 0.35 and
these coincide with three local minima in the LAdvBvol plot. The values of TrainBvol also appear
related to LAdvBvol measurements as their behaviour changes between increasing and decreasing
shortly after the local minima in LAdvBvol, in particular increasing when TrainBvol decreases
and decreasing when TrainBvol increases.

8. Conclusion

In this paper we present a method that can be applied to measure the boundary volume of a
small neighbourhood of the decision boundary of a neural network. We identify several regions of
the input space where measurements allow us to deduce the properties of the network functions
at varying scales and hence provide a geometric explanation of network properties. Using ideas
from differential and high dimensional geometry, we justified that for small neighbourhoods these
measurements are directly related to the volume of the decision boundary itself. We then also show
that our boundary volume measurements can be efficiently computed for networks trained on large
high dimensional data sets.

To demonstrate our procedure we apply our method to studying generalisation in deep learning
by measuring the the decision boundaries of networks trained over changes in dropout regularisation
hyperparameters. Here we observe that the generalisation properties of the network function are
related to the structure of the decision boundary and that networks with better generalisation often
occur at a critical point in the behaviour of local or global boundary volumes. This observation
appear to be a consequence of a trade off between complexity at different scales. For convolutional
neural networks the optimal generalisation consistently occurs around a local minimum of the neigh-
bourhood boundary volume measurements within a neighbourhood of the training set. However for
fully connected neural networks the nature of the connection between generalisation and decision
boundary structures varies between data set and even training algorithms, suggesting a complex
relationship between the two in general.
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Appendix A. Neighbourhood boundary volume on the entire parameter space

In this section we present results for Bvol measurements with varying dropout parameter on the
final layer of fully connected and convolutional neural networks corresponding the results presented
in Section 7.3 for TrainBvol and LAdvBvol. Unless otherwise stated all hyperparameter setting
used are the same as those given at the beginning of Sections 7 and 7.3.

The LAdvBvol results over varying dropout rate are presented in Figure 15. In general most
of the measurements are too noisy to be of practical use, with large overall between the standard
deviation bars, suggesting that much of the structure of the decision boundary ate this large a scale
away form the training data is unrelated to its behaviour near to the training data.

For the convolutions examples the Bvol measurement appear to somewhat decrease for higher
dropout rates with the exception of the networks trained on CIFAR-10. In the fully connected
examples the Bvol measurement appear increase somewhat as the dropout rate increases with the
exception of the networks trained on Fashion MNIST where size of Bvol rapidly decrease to almost
zero. These observations suggest that in general the total size of the boundary in [0, 1]n increases as
the the network boundary has to become more complicated to accommodate the requirements of the
increased dropout regularisation. However, for the network trained on Fashion MNIST the opposite
happened and the networks vastly oversimplified to accommodate the dropout regularisation.

Appendix B. Intersections between boundary manifolds of pairs of classes

Following the discussion on tube formulas in Section 5 we consider here neighbourhood boundary
volume measurements using targeted FGSM adversarial attacks (equation (3)) in order to analyse the
effective size of intersection between decision boundary manifolds separating pairs of classification
regions. The main observation that we verify empirically here is that provided ε is chosen small
enough, the ε-neighbourhood boundary volume of the co-dimension 2 intersection of the decision
boundaries separating different pairs of classes is negligible compared to the total boundary volume.
Therefore in this case for measurement purposes the ε-neighbourhood boundary volume is effectively
the volume of a tubular neighbourhood around a co-dimension 2 manifold. Our results also allow
us to compare the effect on neighborhood boundary volume measurements of the stronger targeted
FGSM adversarial attack to those using the untargeted FGSM (equation (2)) used to obtain our
results in Section 7.3. Unless otherwise stated all hyperparameter setting used are the same as those
given at the beginning of Section 7 and no regularisation was applied during the training of the
networks in this section.

Given a point x ∈ Rn in the input space of a network N , if a targeted adversarial attacks for k
or more labels i = 1, . . . ,m and i ̸= p(N(x)) succeed in constructing a class i adversarial example
Ai(x) within ε of x, then x lies within ε of decision boundaries of at least k distinct classes. Similarly
to the definition of Bvolε(N,U) in Section 6.1, assuming Ai is a adversarial attack method used to
obtain adversarial examples at a distance as near as possible to the decision boundary of label i, we
may measure the k-intersection ε-neighbourhood volume of the decision boundary by setting

TAε(x) = |{d(x,Ai(x)) ≤ ε | 1 ≤ i ≤ m, i ̸= p(N(x))}|
then

Bvolkε(N,U) = P (k ≤ TAε(x) | x ∈ U) . (11)

As before a lower bound on this volume can be measured using Monte Carlo sapling in U . Moreover
by taking the sample spaces U considered in Section 6.2 using the definition of Bvolkε(N,U) given

in equation (11) instead of Bvolε(N,U), we obtain corresponding definitions of Bvolk, TrainBvolk

and LAdvBvolk.
Tables 6 and 7 present the results from experiments with Bvolkε(N,U) on fully connected and

convolutional neural networks respectively trained on MNIST, Fashion MNIST and CIFAR-10. In
each case, the optimisation procedure either SGD or Adam is given along with the data set on which
the network was trained. In both tables the fist column method, determines which sample space U
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Fully connected Convolutional

MNIST
(SGD)

MNIST
(Adam)

Fashion
MNIST
(Adam)

CIFAR-
10

(Adam)

Figure 15. Global boundary volume measurements Bvol on [0, 1]n for fully con-
nected and convolutional neural networks trained on MNIST, Fashion MNIST and
CIFAR-10. In general the measurements are too noisy to be practical useful with
large overall between the standard deviation bars.

is used in the row. The second column gives the ε value, we use same values for each method and for
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MNIST (SGD)

Method ε Untargeted Intersection Intersection Intersection
volume volume ≥ 1 volume ≥ 2 volume ≥ 3

0.001 0.05671 0.05693 0.00044 0
Bvol 0.005 0.27005 0.27225 0.01546 0.00054

0.01 0.50467 0.50996 0.05623 0.00495
0.0005 0.00219 0.00222 0.00002 0

TrainBvol 0.0025 0.012 0.01221 0.00063 0.00003
0.005 0.02517 0.02571 0.00286 0.00038
0.0001 0.01728 0.01736 0.00007 0

LAdvBvol 0.0005 0.08457 0.08518 0.00183 0.00006
0.001 0.16794 0.17038 0.00759 0.00029

MNIST (Adam)

0.001 0.03868 0.03878 0.00064 0
Bvol 0.005 0.18669 0.1879 0.01416 0.00035

0.01 0.36131 0.36447 0.03778 0.00205
0.0005 0.0084 0.00845 0.00015 0

TrainBvol 0.0025 0.04052 0.04137 0.00421 0.00051
0.005 0.08559 0.08712 0.01529 0.0032
0.0001 0.01874 0.0188 0.00014 0

LAdvBvol 0.0005 0.09365 0.0948 0.00352 0.00008
0.001 0.18191 0.18603 0.01439 0.00074

Fashion MNIST (Adam)

0.001 0.04252 0.04303 0.00161 0.00003
Bvol 0.005 0.19937 0.20356 0.03829 0.006

0.01 0.36927 0.37593 0.09736 0.02579
0.0005 0.02513 0.02538 0.0005 0.00003

TrainBvol 0.0025 0.11733 0.11965 0.01394 0.00121
0.005 0.22245 0.22756 0.04786 0.00873
0.0001 0.01899 0.01909 0.00022 0

LAdvBvol 0.0005 0.09434 0.09591 0.00421 0.0001
0.001 0.1853 0.19001 0.01611 0.00069

CIFAR-10 (Adam)

0.001 0.17817 0.18413 0.01567 0.00101
Bvol 0.005 0.66255 0.71992 0.32805 0.1044

0.01 0.90855 0.95437 0.76752 0.48579
0.0005 0.04016 0.04071 0.00141 0.00001

TrainBvol 0.0025 0.18153 0.19079 0.03515 0.00496
0.005 0.32964 0.34935 0.12075 0.03567
0.0001 0.03629 0.03632 0.00039 0

LAdvBvol 0.0005 0.17516 0.17806 0.00896 0.00032
0.001 0.20793 0.21185 0.0129 0.00047

Table 6. The ε-neighbourhood boundary volumes of intersection between manifolds
of decision boundary separating pairs of class of fully connected networks.

each network. The third column give the ε-neighbourhood boundary volume measurements obtained



34 J. BRODZKI, M. BURFITT AND P. D LOTKO

MNIST (SGD)

Method ε Untargeted Intersection Intersection Intersection
volume volume ≥ 1 volume ≥ 2 volume ≥ 3

0.001 0.08157 0.082 0.0015 0
Bvol 0.005 0.37202 0.37584 0.03992 0.00002

0.01 0.65104 0.65762 0.11456 0.0003
0.0005 0.00012 0.00012 0 0

TrainBvol 0.0025 0.00094 0.00095 0.00001 0
0.005 0.00235 0.00237 0.00006 0.00001
0.0001 0.01495 0.01496 0.00002 0

LAdvBvol 0.0005 0.07441 0.07485 0.001 0
0.001 0.14427 0.14551 0.00467 0.00007

MNIST (Adam)

0.001 0.10504 0.10688 0.00627 0.00018
Bvol 0.005 0.44266 0.45329 0.12922 0.02275

0.01 0.71518 0.72887 0.29169 0.08892
0.0005 0.00042 0.00047 0.00001 0

TrainBvol 0.0025 0.00226 0.00226 0.00008 0
0.005 0.00485 0.00489 0.00031 0.00001
0.0001 0.01595 0.01596 0.00005 0

LAdvBvol 0.0005 0.07853 0.07904 0.00154 0.00004
0.001 0.15479 0.15664 0.00653 0.00021

Fashion MNIST (Adam)

0.001 0.01094 0.01099 0.00012 0
Bvol 0.005 0.06914 0.06979 0.00462 0.00011

0.01 0.21612 0.21999 0.02023 0.00115
0.0005 0.0361 0.03664 0.00225 0.00008

TrainBvol 0.0025 0.16828 0.17101 0.01097 0.00077
0.005 0.3051 0.3094 0.06932 0.01287
0.0001 0.0199 0.02 0.00019 0

LAdvBvol 0.0005 0.09916 0.10068 0.00524 0.00008
0.001 0.19111 0.19587 0.0214 0.00143

CIFAR-10 (Adam)

0.001 0.19441 0.19723 0.0121 0.00005
Bvol 0.005 0.75878 0.77226 0.22996 0.00383

0.01 0.97722 0.98336 0.44805 0.03472
0.0005 0.10809 0.11205 0.020325 0.00293

TrainBvol 0.0025 0.44748 0.471925 0.201795 0.07493
0.005 0.6927 0.72011 0.45247 0.26346
0.0001 0.04441 0.04495 0.00117 0.00004

LAdvBvol 0.0005 0.20575 0.21325 0.02924 0.0029
0.001 0.37443 0.39481 0.10744 0.02002

Table 7. The ε-neighbourhood boundary volumes between intersections of manifolds
of decision boundary separating pairs of class of convolutional neural networks.

with the untargeted FGSM adversarial attack and the final three columns give results of using the
targeted FGSM to obtain Bvolkε , TrainBvolkε and LAdvBvolkε for k = 1, 2 and 3 respectively.
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We first note that the intersection ε-neighbourhood boundary volume for k ≥ 1 provides a measure-
ment of Bvol, TrainBvol and LAdvBvol using a stronger adversarial attack then the untargeted
FGSM. Comparing the third and fourth columns of both Tables 6 and 7, we see that in all rows
the value in the fourth column are larger and that the difference in values of the columns is always
a small value, negligible in comparison to the total values of either column changing at most the
second significant figure. In particular this justifies that it would be computational inefficient to
used the target FGSM adversarial attacks for neighbourhood boundary volume measurements more
generally and suggest that the Bvol, TrainBvol and LAdvBvol are reasonably accurate at the ε
values presented.

By comparing the fourth and fifth columns of Tables 6 and 7 we see that the fraction of the
neighbourhood boundary volume contained in the Intersection volume for k ≥ 2 increases as a
percentage of the total as ε increases in size. Providing ε is chosen to be small enough the percentage
of volume in an intersection volume of more than 1 boundary manifold of class pairs can be ensured
to be negligible. We used these results to inform the ε hyperparameter choices in Table 2, in order to
ensure that the interaction volume ≥ 2 should never be more than 10% of the total ε-neighbourhood
boundary volume measurements.

It can also been seen from the final column of both Tables 6 and 7, that the ε-neighbourhood volume
of the intersection of 3 or more is usually negligible in compassion to the the other measurements at
the ε values we consider, with the exception of for example theBvol value on CIRAR-10 at ε = 0.01 in
Table 6, in which case even the untargeted neighbourhood boundary volume measurements contains
over 90% of the volume making the measurement unreasonably large for piratical use.

Appendix C. Decision boundary curvature

Motivated by the curvature invariants present in the Weyl tube formula discussed in Section 5, we
consider in this section curvature information available from neighbourhood boundary volume mea-
surements over a range of ε values. However the only fact we make use of is that a flat hypersurface
has a ε-neighbourhood boundary volume linear in ε.

More precisely, considering the neighbourhood boundary volume as a function of ε ≥ 0 we would
expect to see the derivative of this function decrease for lager ε. This is because in practice our
adversarial attack method becomes less effective for larger ε values and because any self intersections
in the tubular neighbourhood of the boundary also decrease the total volume as ε increases. However
if we observe an increase of in the first derivative of the function this can only be explained by the
presence of curvature in decision boundary. Unless otherwise stated all hyperparameter setting used
in this section are the same as those given at the beginning of Section 7 and no regularisation was
applied during the training of the networks in this section.

In order to restrict ourselves to measuring decision boundaries of manifolds and to gain more
detailed information, we measure the neighbourhood boundary volume of the decision boundary
between a given pair of class labels. In order to achieve this we again make use of a targeted
adversarial attack method Ai(x) aiming to construct an adversarial example for x close to the decision
boundary of class i. To obtain our results we use the targeted FGSM adversarial attack as given
in equation 3. Given a network N and a pair i < j of class labels i, j = 1, . . . ,m we define the
ε-neighbourhood boundary volume of the pair (i, j), by

Bvol(i,j)ε (N,U) = P(d(x,Ak(x)) ≤ ε | x ∈ U and (p(N(x)) = i, k = j) (12)

or (p(N(x)) = j, k = i))).

A data set with m label therefore has
(
m
2

)
possible Bvol

(i,j)
ε (N,U) measurements to make. Moreover

by taking the sample spaces U considered in Section 6.2 using the definition of Bvol
(i,j)
ε (N,U) given in

equation (12) instead of Bvolε(N,U) we obtain corresponding definitions of Bvol(i,j), TrainBvol(i,j)

and LAdvBvol(i,j).
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Figure 16. Neighbourhood boundary volume measurements of the boundary man-
ifolds between a single class and all other classes trained on fully connect neural
networks over varying ε-neighbourhood values. There is an increase in the slope of
some reading hence evidence of curvature in some reading particularly in those for
TrainBvol on MNIST.

Figures 16 and 17 show plot of Bvol(i,j), TrainBvol(i,j) and LAdvBvol(i,j) for fully connected
and convolutional neural networks respectively trained on MNIST, Fastion MNIST and CIFAR-10
data sets with ε ∈ [0, 0.01], ε ∈ [0, 0.02] and ε ∈ [0, 0.002] for each of Bvol(i,j), TrainBvol(i,j) and

LAdvBvol(i,j) respectively and all examples presented are for pairs containing some specified class
as one member of each pair.

We are interested in cases where there is an increase in the first derivative of these curves and the
most striking feature of the results is that this is consistently the case for TrainBvol(i,j) on all pairs
form the MNIST data set only and not to any extent in any other case. The presence of curvature
in TrainBvol(i,j) for MNIST in the fully connected and convolutional cases with networks trained
with both the SGD and Adam optimisation procedures. Moreover the rate of increase in the slope
of the functions appears to be steeper in the convolution case suggesting that there might be more
curvature present in the decision boundaries trained by the convolution neural networks on MNIST
then the fully connected network decision boundaries.

The main other place we see the evidence of curvature is in the case of many for the Bvol(i,j)

particularly for networks trained on CIFAR-10 and the convolutional network trained on Fashion
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Figure 17. Neighbourhood boundary volume measurements of the boundary man-
ifolds between a single class and all other classes trained on convolutional neural
networks over varying ε-neighbourhood values. There is an increase in the slope of
some reading hence evidence of curvature in some reading particularly in those for
TrainBvol on MNIST.

MNIST suggesting it is a large sale feature in these cases. otherwise there is is only the occasional
evidence of curvature between boundary class pairs featuring in TrainBvol(i,j) for convolutional
networks trained n CIFAR-10 and Fashion MNIST and for LAdvBvol in the convolutional case
trained on CIFAR-10.

The fact that we observe curvature for the Bvol(i,j) and TrainBvol(i,j) measurements and almost
never for the LAdvBvol(i,j) measurements directly between the data manifolds suggests that the
location of the curvature is around the edges of the data manifold suggests and that the decision
boundary is generally flat directly between label classes.


